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Never before has the individual been so empowered....We wrestled the power of LSD away from the CIA, and now the power of computers away from IBM. –Dr. Timothy Leary, 1994.  And then we promptly entrusted them all to Microsoft. –Anon.
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FROM THE EDITOR

A Practical Map for Information Management in Government
I recently came across information about the IMS (Instructional Management Systems) project (http://www.imsproject.org/).  The project aims to develop specifications and prototypes supporting the requirements of any educational setting that can be reached by the Internet.  This extends to on-the-job, at-home, as well as the traditional classroom settings.  While the project itself has a lot of value, I choose to focus instead on the way the project was broken down into components.

Specifically, the project identified five main areas for developing specifications and building prototype code:

· Meta-data, the labeling of educational materials.  Meta-data is descriptive information about learning resources for the purposes of finding, managing, and using these learning resources more effectively. The IMS meta-data dictionary, a part of the meta-data specification, is currently available and has defined an extensible number of fields and values for labeling learning materials. The IMS is also developing, with the National Institute of Standards and Technology (NIST), a process for managing the creation and evolution of meta-data across different domains.

· Content, the actions and responses that IMS-compliant content may perform. The IMS content interfaces define the actions and responses that IMS compliant content may perform.  These include functions such as assessment, reporting, sequencing, notification, bookmarking, activation, aggregation/disaggregation, simulation, and the basic message channel by which content communicates with other content and tools.

· Management functions such as access control, session management, tracking students' progress through learning processes, control over the virtual learning environment, and security. The management interfaces form the skeleton of instructional management systems products that are compliant with the IMS specification. These functions include access control, session management, tracking students' progress, installation of learning resources, control over the virtual learning environment, storage/retrieval of learning contents, and security.

· Profiles of students and instructors that include personal, performance, and preference information. User profiles are mobile, user-controlled collections of personal and educational data including personal information, performance information, and preference information. This data represents a rich resource that a user can draw on to facilitate, customize, and manage his or her learning experience(s).

· External Interfaces to services external to the core management system such as electronic commerce, back office, full-text indexing systems, digital library services, and databases. External interfaces provide a means by which IMS-compliant content and management software can leverage external systems that are likely to be found in an online learning environment. These include electronic commerce, backoffice administrative systems, full-text indexing systems, digital library services, and other content or information databases.  A document entitled “IMS Back Office Guidelines and Standards” is also available.

The generic nature of the IMS breakdown is immediately apparent.  Can you think of an information management context where this topology would not work?

The neat thing about this structuring of an IM context is the fact that traditional distinctions between roles and responsibilities – such as between information and technology specialists and between users (and information “owners”) and functional people – become, rightfully, less relevant.  The integration of contributions of the different professional and functional communities – always a thorny issue – acquires a fluidity that can only be accommodated within a highly collaborative working environment. 

I would suggest that we consider this practical, straightforward five-pillar view of information management in the way we approach, teach and map the implementation of IM “on the ground” in a government organization setting.

The Current Policy Map
Let’s see.  The following are the current Federal government information policy domains (by “domain” is meant an area covered by either specific legislation, like Access to Information and Privacy acts or Treasury Board policy, like Management of Government Information Holdings or Security):

· Information Holdings, dealing with the way information under the control of a government institution is organized and managed throughout its life-cycle;

· Access to Information, implementing the public’s right of access to government information;

· Security, concerned with mitigating a variety of risks associated with the use of information in government organizations;

· Privacy and Data Protection, regulating the way personal information is to be protected and treated by government information systems;

· Information Technology, providing guidance to IT investments, standards to be used and ways to reduce risks in technology projects;

· Communications, covering how government information is to be disseminated, how costs for information products and services are to be recovered, how public opinion is to be sought and how public consultations are to be carried out, etc.;

· Federal Identity Program (FIP), concerned with the labeling of government information from an identity perspective; and

· Use of Electronic Networks (Internet), which provide guidance on the use of the Internet for access to and dissemination of government information and services.

While this breakdown provides a rational policy-level picture of information stewardship (or information management, if you will), it has proven difficult to turn into an “on the ground” guide to information stewardship in the real world of government organizations where competition for resources is fierce and people behave, well… like real people.  

The point I am trying to make, therefore, is that it may be appropriate to consider the five-pillar topology presented earlier for an implementation guidance package for IM in government.   A re-mapping exercise would be needed to take the policy-level picture above and map it into the five-pillar implementation map.

A Possible Implementation Guidance Map
Let’s give it a quick try and describe the five implementation-level pillars and the sources of information for each of the components:

· Meta-data, the labeling of government information, would include labeling and locating (government locator) materials and relevant standards.  The guidance necessary for the development of this pillar would come from elements in six policy domains, namely Information Holdings, Access to Information, Security, Privacy and Data Protection, Information Technology and FIP

· Content, the actions and responses that government policy-compliant content may perform. The material to be developed would come primarily from four policy domains: Information Holdings, Access to Information, Communications and Privacy and Data Protection.

· Management functions such as access control, session management, control over the information management environment, and security.  Most of the material would come from the following policy domains: Information Technology, Security and Use of Electronic Networks (Internet).

· Profiles of users and stakeholders that include performance and preference information.  “Negative” guidance (what not to do, as opposed to do) would come from Privacy and Data Protection and Security domains.  Positive guidance would need to be created based on a survey of best practices.

· External Interfaces to services external to the core management system such as electronic commerce, back office, full-text indexing systems, digital library services, and databases.  Some of the information necessary for this pillar is scattered throughout all policy domains.  Most of the guidance would have to be created from scratch, however, based on industry and government best practices.

Related issues
It may also be appropriate to emphasize a number of related practical considerations emanating from the changing nature of user expectations and opportunities available in catering to these expectations.   In particular:

· The increasing emphasis on create reusable content and lower development and exploitation costs with object-based tools;

· The growing focus of applications and interfaces on usability as much as on functionality;

· The strong emphasis on common content and directories and on avoiding duplicate capture and maintenance of the same information;

· The indisputable reality that human performance augmentation goals, i.e., enhancing human abilities, has overtaken the classical automation goals, i.e., taking humans out of the equation altogether;

· External interfaces – like electronic commerce – must be viewed as natural extensions of information stewardship into the “extended enterprise” domain.  Characterizing electronic commerce as “information stewardship in the extended enterprise” builds a “jurisprudential” bias – most useful in my view – towards placing electronic commerce (and external interfaces in general) under the ambit of existing information policy.  While external interfaces are perhaps the most rapidly changing pillar of the five considered above, it does not hurt to use current information policy as their basic policy kernel.

This issue of Partnerships
I think you will find this issue both exciting and stimulating.  We have a number of new contributors, with unique perspectives on issues.  The topics, as usual, are all over the map – but then you, our intellectually restless readership, expect nothing less.  If you need further information or you feel like engaging the authors in a debate, do not hesitate to e-mail them.  Hope you all had a good summer.  All the best, and good reading!
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Announcing
INTEGRATING GOVERNMENT WITH NEW TECHNOLOGIES '98

HOW POLICY DRIVES TECHNOLOGY
A two-day Seminar and Training Session

Produced by: Riley Information Services Inc.

Sponsored by: Treasury Board Secretariat; National Archives; GTIS, Public Works and Government Services Canada

Supporting Organizations: SCOAP, Sysnovators Ltd., Canada's Coalition for Public Information, Government Computer Magazine and Media Awareness Network

When: December 7 and 8, 1998

Where: Government Conference Center, 2 Colonel By Drive, Ottawa

The wide movement within government towards electronic commerce and electronic transactions is highlighting the importance of policy in relation to emerging technologies. Technology now plays an increasingly important role in the daily working life of government.  It is used to deliver government programs, and more and more acts as a medium for both informing the public and receiving feedback for programs.  Governments now have a visible and strong presence in cyberspace.  Technology is a central part of the operations at all levels of government not only in Canada but also around the world.  

This evolution in governance brings with it all the issues that normally arise in society.  Developments of the last decade have made it vital both for government officials to understand these technologies and for the development of policies to ensure that the needs of society and government are equally met and served.  Policies must be formulated, ranging from information management policies to educating the public, both internally within government and externally to society at large, to the importance of the Digital Age, how Canada fits into the worldwide information economy and how to benefit from the emerging global information infrastructure.

But what are these policies?  How does policy drive technology?  What will the role of government be in a future containing a technology such as the Internet?  This medium allows access to more information than any individual could have dreamed possible a mere decade ago.  It allows people from around the globe not only to share in knowledge but to engage and participate in dialogue no matter where they are located.  Government does not act in a vacuum and the changes in society are going to cry out for continuing changes within government.

Attend this two-day seminar to address many of these changes, debate developments that are ongoing, and offer some ideas and solutions for change in the future.

PROGRAM OUTLINE:

DAY ONE - December 7, 1998

9 - 10:00am Keynote Speaker Bob Binns, Vice-President, Public Sector, Cebra Inc. 

10 - 10:30am Refreshment Break

10:30am - 12 noon Plenary Session: A Conversation with Chief Information Officers

Chair: Peter Brandon, Sysnovators Inc., Ottawa

Speakers: Grant Westcott, Assistant Deputy Minister, Government Telecommunications and Informatics Services, PWGSC

Richard Manicom, Assistant Deputy Minister, Revenue Canada

Marcel Nouvet, Assistant Deputy Minister, Systems, Human Resources and Development Canada

12 noon - 1:30 pm Luncheon

1:30 - 3:00pm Plenary Session: Public Key Infrastructure and Digital Signatures in the Government of Canada: Implementation and Management

Chair: Bob Provick, National Archives of Canada 

Speakers: Michael de Rosenroll, Special

Advisor Security Policy, Chief Information Officer Branch, Treasury Board Secretariat

Maren Hanso, Project Manager, Chief Information Officer Branch, Treasury Board Secretariat

Michael Power, Coordinator, Electronic Commerce Secretariat, Department of Justice

3:00pm - 3:30pm Refreshment Break

3:30pm - 5:00pm WORKSHOPS:

A:  The Internet: Convergences of Electronic Commerce and Knowledge Management

Chair: Michel Simard, Director, Information Operations Services, PWGSC

Speakers: Michelle Boulet,  Public Service Commission

Paul McDowall, Bank of Canada

Brian Hamilton, Public Service Commission

David Jones, PWGSC

B:  Changing Times, Changing Technologies: How Government is Adapting

Chair: Gregory J. Evanik, Director, Corporate Planning, Public Works and Government Services Canada

Speakers: Mike Devaney, President, SCOAP, General Manager, Indian Lands Claims Commission, PCO

Thomas B. Riley, President, Riley Information Services Inc., Ottawa

DAY TWO - December 8, 1998

9 - 10:00am Keynote Speaker: Pierre Bourque, Bourque Newswatch, Author, Columnist, Hill Time "The Three Pillars of Virtual Self: The Changing World of Technologies"

10 - 10:30am Refreshment Break

10:30 - 12noon Plenary Session: Access in a Wired World: Progress and Challenges for Canadians

Chair: Ernie Boyko, Director, Library and Information Center, Statistics Canada 

Speakers: Andrew Reddick, Public Interest Advocacy Centre, Ottawa, 

Ken Roberts, CEO and Chief Librarian, Hamilton Public Library, 

Marian Pape, Provincial Librarian, Nova Scotia

12noon -1:30pm Luncheon  

1:30 - 2:45pm Plenary Session: Teleworking: How This is Changing the Way Canadians Work.

Chair: Bob Fortier, President, Innovisions Canada, Founder, Canadian Telework Association

Speakers: Arlen Bartsch, President, i/us Corporation, Ottawa

John Reid, President, Canadian Advanced Technology Association (CATA) Alliance

4:45 - 3:00 pm  Refreshment Break

3 - 4:30 pm WORKSHOPS:

A:  Privacy Issues in a Digital Government

Chair: Jan D'Arcy, Media Awareness Network

Speakers: Michael Yeo, Ethicist, Canadian Medical Assoc.

Valerie Steeves, Professor, University of Ottawa 

Stephanie Perrin, Industry Canada 

B:  Partners in Service: Federal and Private Sector Assessment And Analysis: An Interactive Discussion.

Co-Chairs: Marie Carrière, Intergovernmental On-Line Team, Industry Canada, 

Andre Fauchon, Bell Strategis

4:30 - 4:45pm  Conference Summary by Rapporteur: David Goldberg, School of Law, University of Glasgow, Scotland

REGISTER NOW AND TAKE ADVANTAGE OF THE EARLY BIRD PRICE.

Cost:  Early Bird - By September 30: $695 (plus GST) - After September 30: $750 (plus GST)

TO REGISTER:  Call: 613-236-7844 or Fax: 613-236-7528 or  email: 76470.336@compuserve.com
web site: http://www.rileyis.com
All registered delegates will receive a confirmation letter by return mail. An information kit will be available upon registration the morning of the seminar.  Cancellation with full refund allowable up to three weeks before the seminar, less $50 administration fee, or send replacement delegate.  VISA accepted or make cheque payable and send to: RILEY INFORMATION SERVICES INC., 205 SOMERSET ST. W, SUITE 509, OTTAWA, ONTARIO  K2P 0J1 GST NO. R117997965
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ONTARIO APPROVES GOVERNMENT INFORMATION AND INFORMATION TECHNOLOGY STRATEGY

By Frank White

This is the second in a series of three articles on strategic Information Technology developments in the Ontario government. The first article in the Fall, 1997, featured an interview with Scott Campbell, Assistant Deputy Minister, Services Division, Management Board Secretariat, and his views on the direction of IT in the Ontario government. The third article will focus on the implementation of the Ontario Information and Information Technology Strategy.

The Ontario government’s new information and information technology strategy will be put in place across the Ontario Public Service over the next three years. The strategy was developed to provide a road map to capitalize on the use of information and information technology as a key enabler for government transformation. As with many governments in North America, Ontario has a vision of government as smaller, more flexible and accountable with improved delivery of program services and better customer service.

The Information and Information Technology Strategy was approved by the Ontario Cabinet in February 1998. The Strategy was funded with $110 million dollars over three years.

The Ontario government’s strategic approach is a comprehensive vision to set Ontario on track for using information and information technology in the next century. The vision is to use information and information technology to enable the government’s business vision and to enable and support flexible, responsive and innovative public service.

The overall vision includes four supporting statements. To support the vision, information and information technology will:

· facilitate and enable superior project, service and outcome management.

· capitalize on effective management and use of information as a highly valuable asset.

· be run and managed by people with the right skills, flexibility and accountabilities.

· be based on a common but flexible information and information technology infrastructure.

The strategy envisions a future information and information technology environment that has 10 key characteristics. Six of the characteristics represent innovative ways in which technology can enable new business directions. The characteristics are client-focused, connected, flexible, integrated, interactive and accessible. Four characteristics represent traditional traits. The characteristics are secure, managed, cost-effective and reliable. 

The scope of the strategy embraces both information and information technology, since the management of information is no longer separable from the technologies on which it resides.

The overall approach adopted for achieving the vision is to enhance the capacity of information and information technology through three strategic focuses. 

First, there is a requirement to develop a common infrastructure to support key government business needs. An analysis of the Ontario government’s business directions and an assessment of potential benefits led to the identification of nine specific areas that together constitute the target information technology infrastructure for the year 2001 and beyond. The strategy outlines the interdependence of these projects and provides three-year action plans for the projects. The nine infrastructure projects are:

· a government-wide architecture to provide a framework and foundation for the strategy. The architecture will serve as a management tool to coordinate infrastructure initiatives across the Ontario government ant to gauge the impact of emerging technologies.

· at the ministry or cluster of ministries level, the selection of a suite of customized office automation products like word processors and spreadsheets. Across the government, E-mail, a desktop operating system and web-browser technology will be standardized. 

· a comprehensive security architecture conforming to a policy and management framework deploying the right technologies such as firewalls, public key infrastructure and hardened servers.

· an integrated network to support effective internal communications and effective links to the broader public sector, service delivery partners and the private sector.

· a common help desk.

· integrated information with a detailed data model for common corporate data.

· coordinated client access through a government wide visual “look”. Standards will cover such client access technologies as kiosks, electronic commerce and interactive voice response, and a tool kit will support Internet and Intranet development.

· integrated directories and messaging that will enable reliable communications across ministries and with external partners.

· a standardized application environment with set standards and methods for application development and design.

The second strategic component of the strategy is a stronger emphasis on information and information technology policies and standards across the Ontario government. A policies and standards workplan for year one was established as part of the strategy. The workplan includes the development of five priority policies and six standards. The high priority policies are:

· data sharing and privacy to enable data sharing to improve government effectiveness and efficiency in conformity with privacy principles and standards.

· data distribution and the sale of government information to customers in the context of intellectual property and copyright.

· an overall security framework to prevent unauthorized access to information and use of the network. 

· support for the network function covering issues like the use of wide-area and local-area networks. 

· desktop direction to encourage standardization and a move toward the use of a few office automation products.

The standards workplan includes work on:

· network standards.

· a common E-mail product.

· standards for common use of Internet mail.

· desktop standards for common products.

· data standards for client, business and other common “tombstone” information.

· a standard database management system.

The strategy calls for a fundamental change in the governance and organization of the information and information technology function in the Ontario government. The approach of providing information and information technology services to business clusters instead of individual ministries has been adopted. A business cluster is a grouping of government programs and services that have common themes are delivered to clients with similar interests and requirements and can be supported efficiently with common or similar support services. 

An integrated internal governance approach is being implemented. Accountability for the information and information technology function will be achieved through the Management Board, a committee of the Ontario Cabinet, and an enhanced deputy minister’s committee. The enhanced committee will have stronger powers than those of the current deputy minister’s committee (Information Technology Directions Committee) that deals with information technology. 

The Management Board will approve the overall strategy, the information and information technology budget and key IT initiatives. The enhanced deputy minister’s committee, the Information and Information Technology Directions Committee, will provide strong corporate direction and coordination to better support Ontario government business objectives. There will be external advisory panel established to provide input from stakeholders like the federal government and the private sector.

In addition, a new organizational structure for technology delivery has been designed to rebalance the corporate interests of the Ontario government with local ministry interests. The roles of corporate and line information and information technology functions have been redefined. The strategy establishes a strong corporate information and information technology function headed by a corporate Chief Information Officer. The corporate organization will develop an information and information technology plan for the Ontario government that is integrated with the Government’s business plans. The corporate organization will include a vendor relations function.

Business clusters will have integrated information and information technology organizations headed by a cluster Chief Information Officer. The cluster CIOs will have a dual reporting relationship- to the deputy minister in the cluster and to the corporate CIO. Each cluster organization will develop a cluster IT plan integrated with ministry business plans and manage the cluster’s information and information technology resources. 

Scott Campbell, Assistant Deputy Minister with the Management Board Secretariat, was chair of the Information Technology Strategy Project Steering Committee. I discussed the development of the strategy with him to determine what makes this strategy different from previous strategies and what makes this strategy unique.

“The process was as important as the product. This was the first time a strategy was developed with an objective of developing process techniques to encourage buy-in by those involved in the process.” As part of the process, techniques like workshops and discussion of interim conclusions were used to end up with a product with no surprises for the Ontario Public Service (OPS).

“Our approach also involved seeking independent advice and assistance while the strategy was under development from an Industry Sector Panel that had representatives from the private sector, the Broader Public Sector, Industry and the Federal Government.” When the Information and Information Technology Strategy was released, the Canadian Advanced Technology Association and the Information Technology Association of Canada

“This was the first time that the Ontario government developed a strategy that will move simultaneously on a number of fronts. The previous Ontario Information Technology Strategy concentrated on wires. It did not deal with the other items that are an integral part of this Information and Information Technology Strategy, like accountability and governance and policies and standards. In the past the OPS did a lot of the work in a piecemeal fashion without tying it all together. In this strategy, we not only tie the pieces together, but knit them together in an integrated whole.”

In the past, the Ontario government has tried both a centralized and decentralized approach to managing information technology resources. Scott Campbell emphasized “the enterprise wide model in this strategy that recognizes the reality of the program orientation of the OPS. Therefore, the cluster CIO will have a strong dual reporting relationship to the line deputy minister for program direction and to the corporate CIO for adherence to policies and standards. There has not been any attempt to centralize everything, rather there is a strong focus on dual accountability.”

For Ontario, the government now has a comprehensive information and information technology strategy that deals with all of the components .A complete version of the Ontario Government Information and Information Technology Strategy is available on the Ontario government website at WWW.gov.on.ca then go to What’s New, then to the March Archives. 

Frank White is Principal, Frank White & Associates Inc., consultants in information management, information access and privacy. He can be reached at 416-535-8205 or by e-mail at fwhite@ican.net.
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On “Stone Soup” as Metaphor for Information and Software Reusability

By Peter Brandon

[The telegraph] binds together by a vital cord all the nations of the earth.  It is impossible that old prejudices and hostilities should longer exist, while such an instrument has been created for an exchange of thought between all the nations of the earth. -Charles Briggs and Augustus Maverick, 1858.
Utopias, utopias…
As utopian statements go, Briggs and Maverick deserve understanding.  When they penned these words the Western world was firmly at peace and in the throes of remarkable and uninterrupted progress. For the Western world, that golden period would last until 1914.  Similar lofty thought were later heard about the transformative prospects of the global information infrastructure, the Internet, the “Information Highways” of all kinds and sundry other binding technologies of long range.  Transformations aside, prejudices and hostility remain.  We are, after all, human.

But my purpose here is to discuss a more practical utopia that has long defied a solution despite its eminent common-senseness: How to create a robust market in reusable software (both inside and outside of our organizations), in order to dramatically lower development risks and costs and increase productivity?  

There are many lessons from the mighty year 2000 effort currently underway.  One lesson stands out for my purposes here: We can no longer afford going back to first principles anymore.  Without further ado, let me introduce the central metaphor of this piece.

The Stone Soup Legend
There is a fairytale about two men who set up a big pot of water over an open fire in the town square, drop a stone in and start stirring.  The scene attracts passers-by.  The first to enquire about the proceedings is told that this will be delicious stone soup; all it needs for that is a few carrots.  Impressed and moved, the passer-by fetches some carrots and drops them in.  The scene repeats itself with other passers-by, who drop in potatoes, onions, salt, pepper and so on, until the soup really is delicious and is served to all.

The story is used in a recent Economist survey of electronic commerce (In Search of the Perfect Market: a Survey of Electronic Commerce, May 10th 1997) to describe the business model encapsulating an essential aspect of Amazon.com s value proposition: an immediate link and the ability to turn contributions (reviews of books by readers) into business value of interest both to contributors and to others.   In fact, America Online (AOL) has parlayed a similar proposition into a successful business; in the words of its founder, “AOL packages its users [really, the content they supply] back to them.”  (Many argue that the Internet itself -- at least informationally, if not transactionally -- is largely a big pot of stone soup.)

What exactly is the problem?
By now, many of you are probably asking yourselves, what exactly is this vexing problem and what sort of solution do I have in mind?  A brief quote is in order:

“The possibility of a software industrial revolution, in which programmers stop coding everything from scratch and begin assembling applications from well-stocked catalogs of reusable software components, is an enduring dream that continues to elude our grasp. Although object-oriented programming has brought the software industrial revolution a step closer, common-sense organizational principles like reusability and interchangeability are still the exception rather than the rule. -Brad J. Cox Ph.D., Planning the Software Industrial Revolution, IEEE Software magazine, November 1990. (http://www.virtualschool.edu//cox/CoxPSIR.html)

Here’s a statement attributed by Professor Cox to one of Apple's most creative programmers:

"Reusing other people's code would prove that I don't care about my work. I would no more reuse code than Ernest Hemingway would have reused other authors' paragraphs."
The dream of achieving a robust software components market as an alternative to implementing everything from first principles is still elusive.  One major stumbling block, as professor Cox puts it, “is the absence of easy technological solutions to the ease-of-duplication obstacle, which stands ready to undercut any assault we might mount on the others by inhibiting the growth of a commercially robust software components market. Such markets will be weak as long as it is difficult for component producers to guarantee income commensurate to their investments by controlling the ability to replicate copies.”  Another obstacle is the craft mentality of the practitioners, who view “industrialization” of software engineering with the same suspicion as their pre-industrial precursor weavers and gunsmiths.

I don’t know what it will take for the dream of a robust market in “business objects” to be achieved.  What I do know is that we won’t be able to afford not being there for much longer.  Organizations can, however, begin to prepare for being there.  To that end, I put forward my stone soup vision of business object reusability.

A stone soup vision of software and information
A possible incarnation of “software and information as stone soup” in a typical organization might have the following characteristics:

· Information and software-based constructs and services can be assembled Lego-style and fairly quickly, based on a standardized set of binding technologies.

· The Lego pieces are business objects – object-oriented constructs, sourced from a variety of sources, both internal to the organization and external.  These business objects are sourced, evaluated and improved continuously, while their use and reuse is encouraged and assisted.

· These business objects – the building blocks for virtually any future application and/or information content in any operational or delivery context – are not viewed as mere code fragments.  In a government organization, they are, in effect, a bundle of policy, program and information and software; they inherently represent a compliance mechanism with corporate policies and standards; they are tested and validated not just as standardized, object-based computer code, but also as policy and program delivery constructs.  This effectively forces policy, program delivery and informatics to come together around a construct that embodies collective (corporate) paternity.

· The assemblage of the pieces is done within an architecture that permits an unbundled approach to the components of the value chain involved in the delivery of the program or service.  In other words, (1) input processing (or, if you will, the process of confederating input information) is separated/separable from (2) core business functionality (black box) which is turn is separated/separable from (3) delivery channel functions.

· The input, core business and delivery channel components provide for pluggable choices, i.e., all of them are channel-ready, meaning that the choice of physical delivery channels can be made independent of application (core business functionality) or operational setting.

· Sourcing, evaluation, maintenance and help in reusing and assembling applications or services using these Lego-like business objects becomes a core organizational competency of the informatics organizations (elements of which are shared with client program and policy areas, who take responsibility for the core functional and policy aspects embodied in these business objects).

· The concept of sharing is not one where sameness (e.g., same infrastructure or exactly the same interface) is forced upon client areas; instead, business objects are the ones that are shared, allowing program areas considerable flexibility and mass customization opportunities at the relatively modest price and risk of mass production.

· The vision described above is built around a corporate repository placed at the centre of an approved corporate architecture that provides the rules under which the components of the repository are to be bound together.  The components of the repository are approved (approved from the treble corporate standpoint of program/service delivery, policy and information/ information technology standards and practices) and tested business objects.

· Finally, this internal organizational market for “sanctioned” business objects has an external counterpart in a robust external market for business objects.  Organizations need to establish ongoing sourcing/filtering/evaluation processes to ensure that nothing already available externally is duplicated inside.

Conclusion
Let me summarize the components of this Stone Soup vision of information and software in our organizations:

· An approved corporate architecture for applications built from approved building blocks;

· A corporate repository of approved building blocks (business objects which are sanctioned jointly by program, policy and informatics for respective conformance and appropriateness);

· A business model for external and internal sourcing, testing, certifying, managing and disseminating the components of the corporate repository of business objects;

· A set of approved binding technologies, used in the assembly of these applications built within the approved architecture using approved business objects.

You may wish to think of the corporate repository of sanctioned business objects as the sanctioned gene pool  (however crassly eugenics-like this might sound) for information and software services in the organization.  Remember that the components of the repository contain the right (approved) program/services delivery, policy and IM/IT genes.  Given the right choice of approved business objects and binding technologies, most information and software services and applications conforming to the sanctioned corporate architecture would now resemble the end-result of a carefully – yet fast-acting – staged selection process.

Peter Brandon is a management consultant and the editor and publisher of Electronic Information Partnerships.  He can be reached at pbrandon@fox.nstn.ca.
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Technology Transition: An Historical Perspective

By Allan Willey

“Architecture reuse,” building from “interchangeable parts” (or interchangeable “business objects”), “reusability” of information and software code, diffusion of innovation in organizations, “change agents” and their challenges and related issues are very much on the mind of information practitioners and their managers in government and private organizations.  This intriguing article takes a historical perspective on circumstances that can accelerate the process of innovation and draws some lessons for change agents everywhere.
BACKGROUND

For the past several years I have been engaged in the task of attempting to introduce concepts, methods, and tools to support  "architecture reuse" in a product development organization at Motorola.  From my perspective, I have been attempting to introduce a new technology into an organization which doesn't perceive the utility or value of an innovation compared to its short-term risks.  My frustration led me to investigate the available literature concerning technology transition, and in the course of that investigation, I discovered an article by Dr. Brad Cox.  Dr. Cox is currently pioneering an industry effort to introduce the notion of  "Superdistribution; Objects as Property on the Electronic Frontier", as outlined in his book of that title1.  In his earlier work, Dr. Cox was discussing elements of a "software industrial revolution," and citing as a background example the introduction of interchangeable parts.

In his article2, Dr. Cox says:

"Contrary to what a casual understanding of the industrial revolution may suggest, the displacement of cut-to-fit craftsmanship by high-precision interchangeable parts didn't happen overnight and it didn't happen easily. The heroes of this revolution were not the cottage-industry gunsmiths, who actually played almost no role whatsoever, for or against. ...

It was actually the ultimate consumer of ordnance products, Thomas Jefferson, who found the solution in 1785 during a visit to France prior to his presidency. Congress supported his proposal with remarkable steadfastness through 25 years of unsuccessful attempts, such as Ely Whitney's pioneering effort, until John Hall succeeded in 1822. An additional 24 years were to elapse before `Armory Practice` spread to private contractors."

This "teaser" led me to explore the story of interchangeable parts further.  Without education or training in historical analysis I rely on the analysis and reporting of professional historians of technology for the details.  In the brief essay below, I am relying entirely on secondary sources, and on the consensus opinions of historians who have examined these issues.  It is my hope that these deficiencies won't substantially detract from the points I will raise in the end.

INTERCHANGEABLE PARTS AS HISTORY

One of the key elements in the industrial revolution was the implementation of the simple idea of interchangeable parts in manufactured goods.  While we take the concept for granted today, at the beginning of the 19th century no manufactured goods were produced which were built from interchangeable parts.  Some authentic heroes from our elementary school days played a sometimes-surprising role in the pageant of events leading to their use.  Since interchangeable parts are so ordinary to our everyday life it is hard for us to conceive that this innovation was key and pivotal to achieving the "American manufacturing system" we take for granted today.  Yet the story of how this took place will be instructive to anyone who is responsible for the introduction of any process innovation.  To help set the stage, we should review a time line of key events with some of the background historians have unearthed concerning these events.

1785--Jefferson discovers the concept

While Ambassador to France, Thomas Jefferson visited the shop of Honore Blanc, a French mechanic, who was building muskets using handcrafted parts of such precision that they could be interchanged. Jefferson wrote to a friend back home describing the obvious advantage to be had when such arms needed repairs.  He apparently attempted unsuccessfully to persuade Blanc to move to America to set up a shop and demonstrate the techniques.  Thus, a key early "sponsor" for this innovation was converted, and as the story unfolds, became central to its eventual success.  It is important to point out that Jefferson had not seen any quantified results, but had only his intuition to guide him. None-the-less, Jefferson was convinced of the value of the concept on seeing it applied once to musket manufacture.

1798--Eli Whitney "sells" the concept

At a time when contractors were paid on delivery for arms purchased by the U.S. War Department, Eli Whitney, a well-connected and proven inventor convinced the government (through the use of his Yale, eastern, establishment connections) to advance him money to mass-manufacture army muskets.  On June 21, 1798 he was awarded a contract to deliver 4,000 muskets by September 30, 1800.  Whitney, who had never manufactured anything let alone muskets, had three principles he planned to employ:

1. the use of water-powered machinery,

2. using uniform or interchangeable parts, and

3. operations run by unskilled but "steady, sober people." 

The transition to water-powered manufacturing, mining, and milling was well underway at this time, but the notion of producing and assembling high-precision goods using unskilled labor and interchangeable parts was unprecedented.  It might be safe to say that no one other than Whitney would have been given this opportunity, and he only because of the sponsorship of Jefferson and other high level government officials who believed in him and his ideas.

1801--Whitney holds a "proof-of-concept" demonstration

In January of 1801, Whitney held a demonstration of the principle of interchangeable parts--and what a show it was!  Whitney brought 10 muskets to this demonstration, at which he demonstrated that he could fit ten different lock mechanisms to the same musket with the use of a simple screwdriver.  The audience included President John Adams, Vice President Thomas Jefferson (then President-elect), and many other distinguished government officials.  Those present were said to be astonished.

This demonstration was so enthusiastically received that the near-bankrupt Whitney was advanced further funds to continue, and the deadline for delivery was extended once again.  To put it simply, Whitney was saved from sure disaster through the intervention of high-level executive sponsorship.

Only later, in the 1960s, did curious historians discover that the demonstration was carefully staged and that the muskets were all hand-built to assure that the demonstration could be carried out. Sound familiar?  "In short, it appears that Whitney purposely duped government authorities in 1801 and afterwards encouraged the notion that he had successfully developed a system for producing uniform parts."3 

1809--Eli Whitney delivers the last of his muskets

Having promised to deliver a total of 4,000 muskets to the government by September 30, 1800, Whitney delivers the final set of muskets nine years late.  The muskets that were delivered in fact contained no interchangeable parts, and the cost to the government exceeded the original contract amount many times over.  None-the-less, Whitney's Mill Rock (CT) Gun Manufactory continued to receive awards for more weapons up until his death in 1825, and Whitney has always been held in the highest esteem by historians of technology.  While one historian refers to Whitney as a "song and dance man,"4 all historians agree that the promotion of the ideas of interchangeable parts by Whitney, even when he himself was never able to achieve the goal, was a key element on the eventual success of this innovation.  In other words, a failed champion is better than none--particularly if he is a showman.

1813--Roswell Lee Appointed Superintendent of the Springfield (MA) Armory

A protege of Whitney and returning veteran of the War of 1812, Roswell Lee was made Superintendent of the Springfield Armory.  At that time, there were two government owned and operated armories, one located in Springfield and the other at Harper's Ferry, VA.  In addition, outside contractors such as Whitney also produced weapons for the Army's Ordinance Department.

The long-term significance of this appointment is that Roswell Lee proved to be a patient, diligent, and hard-working advocate for principles of "uniformity in manufacturing."  In fact, one might say that the race had truly been entered for the first time.  Lee never gave up on the dream, and he promoted the notions of uniformity through a variety of mechanisms.  Pushed by the first chief of ordnance, Colonel Decius Wadsworth, Lee and the Superintendent of the Harper's Ferry Armory, James Stubblefield, maintained constant interchanges of ideas, visits, evaluations of performance, etc.  Each also worked with outside contractors to promote uniformity.

One might say that while the value of this innovation was itself easy to conceive, the implementation of the vision required much hard work with the active exchange of ideas.  Many intermediate steps needed to be devised and tested before implementation success could be assured. Smith comments as follows.5 

"Nowhere was the emphasis on communication and cooperation stronger than in the small arms industry.  There, as indicated earlier, private contractors as well as federal administrators regularly corresponded, visited and assisted one another in working out the basic configurations of the uniformity system.  To insure that the diffusion process would not be hindered, the Ordinance Department also insisted that the national armories open their shops to visitors, who could make drawings, borrow patterns, and other information pertinent to their special interests.  At the same time, the department had an implicit understanding with all arms contractors that they had to share their inventions with the national armories on a royalty-free basis if they wished to continue in government service."

1826--John Hall builds the first rifles from interchangeable parts

The next decade saw both evolutionary and revolutionary change in manufacturing methods, tools and technologies, all of which taken together lead finally to the production of rifles made with truly interchangeable parts in 1826.  However, Roswell Lee was not the innovator who achieved this success.  That honor goes to John Hall who worked at Harper's Ferry.  Hall headed the armory's Rifle Works, a semiautonomous adjunct to the main shops.  Hall had invented a breach-loaded rifle in 1811, and after eight years had finally persuaded the government to award him a contract to build 1,000 of these rifles at Harper's Ferry using manufacturing techniques including interchangeable parts.  Hall set up an entirely separate operation in 1822, and over the next four years, first built the manufacturing machinery, then built the rifles.

At this point in our story, we now know from direct evidence that the principle of interchangeable parts can and will work.  Hall delivered not just the first 1000 rifles, but the means of production which could be applied to manufacture thousands more, as well as untold other manufactured goods we take for granted in our everyday life.

Is this the end of our story?  Hardly!  We must look ahead for at least two more decades before Hall's success is transferred outside the Harper's Ferry Armory to civilian contractors.  We must look even further into the future before we see evidence that this innovation is being applied widely in manufacturing.

1834--Simeon North's rifles have parts interchangeable with Hall's

Hall's success at Harper's Ferry was widely acclaimed.  A special Commission was appointed to investigate and examine this innovation and to report to the U. S. House of Representatives.  James Carrington, head of the investigation, reported that "We would, however, further observe, that in point of accuracy, the quality of the work is greatly superior to anything we have ever seen or expected to see, in the manufacture of small arms..."6 

Eight years later a private contractor, Simeon Hall, was able to use the methods, tools, and technologies developed by Hall to produce parts in his factory which could be used interchangeably with those manufactured by Hall.  This completes the technology circle.  Now parts from multiple sources could be used to assemble rifles. These same parts could be used for field repair of any rifle manufactured at any location.

1845--multiple sites manufacture the "Model 1841" rifle and musket

By the mid 1840s Hall's innovations had been spread adequately so that it was possible for both the Model 1841 rifle and Model 1841 musket to be manufactured by both the national armories and private contractors. These were the first fully interchangeable firearms, and apparently, the first fully interchangeable manufactured goods of any kind.

SOME INSIGHTS

The first manufactured goods using fully interchangeable parts were U. S. Army rifles and muskets.  This was not a necessary condition for the success of this technological innovation, but is rather the result of historical circumstance.  It can be persuasively argued, however, that the innovation was unlikely to have been diffused as rapidly without this setting.  Other manufactured products of the day such as steam engines, sewing machines, or textile equipment could have been built using this innovation, but as the historical time line above demonstrates, even with the full support of all interested parties it was not a simple or, initially, cost-effective innovation.  Much patience, effort, and cooperation were required to see this innovation implemented.  Would that same level of patience be evident in other settings where the "deep pockets" of the U. S. government were not available?  Most historians argue, no, this innovation would have languished had it not been for the peculiar circumstances found in that era.  On the other hand, there are some circumstances surrounding this innovation which fit many:

· A very high-level executive (Jefferson) initially supported the introduction of the innovation, without measurable results on which to base his intuition.

· A respected, connected technologist (Whitney) promoted the idea, even without demonstrated short-term success.

· Determined "change agents" (Lee, Stubblefield, and Wadsworth) worked together through years of effort which fell short of the goal.

· A "fresh start" was made, (Hall) which combined all circumstances necessary to achieve success.

· Replication of the success by someone else (North) demonstrated to all concerned that it was not a fluke.

· A "champion" (Wadsworth, and later his successor, Bomford) to push for adoption once success was assured.

This experience highlights some of the fundamental difficulties all innovations face, and further, helps us to see some of the problems we face as change agents.

· High-level executive support helps enormously, but often the data to support the ultimate value of an innovation is lacking, so this support may only be forthcoming when an executive reasons that the innovation will eventually succeed and is in a position to wait.

· A respected technologist who promotes the innovation effectively opens many doors.

· Change agents devoted to the ultimate success of the innovation will see it through hard times.

· Sometimes, only stepping back and getting a fresh start succeeds.

· One success doesn't assure diffusion.

· A champion, who has the means to support the dissemination of an innovation, will hasten this.

CONCLUDING REMARKS

There are many more aspects to this story that are not explored here. For example, to build interchangeable parts requires a manufacturing process that will assure that precision tolerances are maintained. The development of gauges to inspect tolerances was a supporting technology that was widely diffused for many purposes beyond this application.  The work performed by workers in this type of factory was entirely different from that performed in earlier small arms factories.  As Cox commented, the workers themselves had little to do or say about this transition.  Precision machining of the parts required development of innovative machining processes. Like the use of gauges, these innovations were then widely applied to many factory settings.

One overwhelming conclusion remains, however.  The diffusion of innovation is neither assured nor rapid.  Certain circumstances can accelerate the process, and change agents need to be sensitive to these circumstances and encourage them to effect the changes sought.
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THE RILEY REPORT

Privacy Moves Forward in Government’s Agenda

By Thomas B. Riley

The Federal Government is now moving toward bringing in legislation to extend privacy rights of the individual to the private sector.  Legislation is anticipated in the autumn. This is an important step for forward for Canadians.  This legislative initiative is coming into place because of increasing concerns being expressed about citizens about the threat to their privacy in cyberspace.

The extension by Parliament of Canada's Privacy Commissioner Bruce Phillips' term for another two years is good news for privacy in Canada.  With some form of legislative proposal expected in the fall, it is fitting that he is carrying on in that position to speak about an issue over which he has had so much influence amongst Canadians.  The fact that there is the possibility of some form of statutory right is in large part due to his authoritative voice.  During his seven-year term, Mr. Phillips has been a tireless advocate for privacy protection for Canadians, persistent in his call for legislation covering the private sector.  During the evolution towards the current situation he ensured that staff from his Office were represented where needed.  This has been evident in their strong voices on numerous Government Committees and the presence of representatives during the evolution of the Canadian Standards Association Model Privacy Code.

Very early in his term a decision was made that the legislative route was the sensible way to go, in a world where personal information has increasingly become a commodity to be traded at will, with or without (and mostly without) the consent of the individual.  Stress was placed on the importance of informed consent of the individual when one's personal information is used.  This has become the clarion call of privacy advocates and public interest groups.  Mr. Phillips has spoken at a multitude of forums across the country, to a wide variety of Canadian groups representing a strong cross section of society, with persuasive arguments of the essential human value of privacy.  A passion for the issue, combined with skills in public speaking, and an ability to reach into the audience being addressed, has served to raise the understanding of the privacy issue for many Canadians.   

The recent written responses to Industry and Justice Canada's White Paper on the Protection of Personal Information contained within their pages a number of the basic principles for which many privacy advocates of strong legislation have been calling.  One of these is the necessity for education.   It is understood that to be truly effective any privacy legislation must contain within it a component allowing for education of people on what are the issues behind the privacy issue and why they are important to the individual.     

A right is as valuable as it is exercised.  Canadians need to be made aware of their privacy rights.  To this end it is essential that there be an education campaign to inform Canadians of their rights.  Any independent body proposed to oversee the legislation should be responsible for coordinating a national education program.  This could be done in conjunction with outside organizations and associations.  There should be specific legislative language to ensure this function will be undertaken.  An extensive educational campaign would inform Canadians of the nature of privacy and what it means.  Individuals would then be in a position to make an informed choice as to whether or not they wanted to pursue their privacy right.  Education is essential if any law is to be effective and worthwhile.

The Digital Age is bringing with it new issues demanding policy and legislative solutions.  One of these is privacy.  In the last decade privacy has grown as a concern for the majority of Canadians.  The growth of information and communication technologies has contributed to this rising anxiety.  It is for this reason that education has become such a key issue.   Many also recognize that privacy should be viewed an inalienable human right, not just a means to ensure better electronic transactions or to have our personal information protected in cyberspace. 

Groups such as Canada's Coalition for Public Information, BC’s Freedom of Information and Privacy Association (FIPA), the Consumers Association of Canada, the Public Interest Advocacy Centre and the Media Awareness Network, amongst others, agree with this view.  They recognize that privacy is not simply an issue for the individual as consumer but the individual as a participating citizen in society.  These attitudes reflect a wider current in society, which is demanding more participation, and say in public policy making.  Much of this change in attitude is being driven by the evolving interactive technologies, such as ATMs and the Internet, which make two way transactions and communications possible. 

Many briefs submitted to Industry Canada also called for any legislation to be complaints driven.  The Privacy Commissioner was often mentioned in these briefs as the appropriate agency to carry on with this function.  This makes sense considering the combined years of expertise and knowledge of both the Commissioner and his staff.  The professionalism of this staff has been a hallmark of his term.  They will be invaluable when the scope of privacy protection is extended in this country.  A number of different complaint mechanisms have been suggested.  These have included a role for other regulatory agencies, such as the CRTC or internal complaint mechanisms within associations.  It is hoped that Parliament, having seen fit to extend the Office of the Privacy Commissioner, will also make that Office the agency for complaints and oversight over the law.  Leadership is going to be central to the success of any privacy legislation.  This will be crucial and a test of the true will of Parliament to make privacy law work in this country.

In the last few months rumors have abounded that the Offices of the Information and Privacy Commissioner will be combined into one.  As of this writing there is still no confirmation this will happen.  It strikes many that the idea has passed its time.  If there is to be legislation to cover the private sector, then a strong separate voice is needed to speak to Canadians.  A voice representing both the competing interests of freedom of information and privacy would be confusing.  For the immediate future only privacy will be legislated for the private sector.  There is no talk of extending the Access to Information Act to cover private sector organizations.  This is an idea that will eventually be explored as citizens come to expect more and more information rights in an increasingly digitized society.  In such a world we will live in a sea of information and will expect organizations, in the public and private sector alike, to endow us with particular information rights.  But that is a debate for the future.  

For the moment it makes eminent sense for the Office of the Privacy Commissioner to stand alone.  It is important for Canadians that there be a voice that is clearly attached to this one issue.  The idea of adding freedom of information responsibilities to the Data Protection Registrar was briefly discussed during their current debate on the proposed Freedom of Information Act in Great Britain. However, this has been dropped and both the British White Paper on freedom of information and comments by the Minister responsible and other groups and individuals make it clear there will be an independent Information Commissioner.  The Commissioner will have quasi-judicial powers similar to those of many of our provincial Commissioners.

There have been many people involved in the push for privacy legislation in this country.  Industry Canada has been instrumental in not only setting the debate in the private sector for some form of protections, but also garnering public and political support over the past few years.  Officials at both Justice and Industry Canada, particularly Denis Kratchanov at Justice and Stephanie Perrin at Industry Canada, were also key players in the development of the Canadian Standards Association Model Code.  Their role cannot be diminished in any way, as it has been influential and viable in both the privacy debate in Canada and bringing the private sector to the view of the necessity of some form of legislation.   

The Federal Privacy Commissioner, as an Officer of Parliament, will also be in a position to encourage the Government to review the current Privacy Act with the possibility of amending it.  Recent technological innovations and implementations make reform mandatory. 

Tom Riley is a well-known information policy, privacy and access to information specialist.  He organizes the Electronic Democracy conferences and consults, lectures and writes on related topics.  He can be contacted at Riley Information Services Inc., Phone: (613) 236-7844, fax:   (613) 236-7528, Email: 76470.336@compuserve.com, Web site: http://www.rileyis.com/
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Internet: Giving Fire to the People

By Thomas B. Riley

Recent surveys have shown that the Internet is a medium experiencing extensive growth in the United States and Canada.  Estimates in national surveys put the Internet population in the United States between 54 to 65 million people.  This represents about 30% of the population.   It is estimated that there are now over 30% of Canadians hooked to the Internet either at the office, the home, at school, university, a library, community hall or similar public site.  This is important for anyone in Government to know as it represents a significant portion of the population.

The information technology infrastructure continues to wrap itself around our daily lives.  A February 1998 survey released by Ekos Research Associates Inc. found that the movement toward an electronic communications household is dramatic in its scope.  According to Frank Graves, President of Ekos, this development is "profoundly reshaping basic relationships between individuals and institutions."  The study was a joint effort of the federal government and the private sector.  It was undertaken to gain an understanding of the "social and economic consequences of the information highway, as opposed to an uni-dimensional look at technology." 

What the survey does show is the way that the Internet is beginning to change the social fabric of our society.  It also indicates that people identify the Internet as the information highway.  The latter is a term that is increasingly losing currency.  Part of the reason for this might be that it is trying to describe a unique phenomenon with metaphors of the culture that preceded it, i.e. the transportation age.  The plane, train, automobile and bus have already shaped society into the form we now know. The Internet and other multimedia technologies will shape our society and way of life into forms not yet fully understood.  

The Information and Digital Ages have also brought non-linear technologies as opposed to the technologies of the transportation and communication age.  In a linear world we are more fully dependent on rigid structures of time and space.  We must work, play or travel together, for example, in designated spaces and specified times, in order to engage in joint activities.  In a non-linear medium such as the Internet, we are not dependent on the restrictions of time or space to undergo the function we choose.  For example, one can go onto the Internet any time of day or night to do as one wishes, whether it is to send an email, engage in chat, post to a newsgroup, read a listserv, transfer a file, do some research or surf the web.  Whatever the activity the Internet is "open" for use.  If you want to go down to your local library to do some research or read a book, you are restricted by their hours of operation.

However, there are still vestiges of the linear world on the Internet.  At the moment the World Wide Web is acting as a backdrop curtain over the multitude of other features of the Internet.  The Web is being used for commercial purposes to develop electronic commerce.  Many of the interests on the Web, especially the traditional mass media, such as radio, TV and newspapers, use it as an extension of broadcast medium rather than the interactive medium it is.   The successful web sites will be those that reflect the inherent character of the Net itself, i.e. being interactive.  Many in governments are aware of this.  If they want to deliver services over the Net then the interactive element comes into play.  

However, for the moment the Ekos survey does point to the categories of people using it and the concerns they have about the medium.  Ekos found that "…young people, men, the better educated and more affluent, and, to a lesser extent, larger communities are more likely to take advantage of the information highway." When asked if they saw the Internet as a "tool" or a "toy", four times the respondents said they were more likely to choose it as a tool (58%) as opposed to the 17% who said they saw it as a toy.  This means that people do perceive this as a knowledge medium and will use it as such.  

The survey did distinguish between the computer and access to the Internet.  In their press release on the survey, Ekos said that "(E)ducation related is the primary reason for individuals having a computer and Internet access at home (42 % for computers; 37% for the Internet)."

Graves sees security issues as amongst the most serious of concerns, both in a narrow (privacy) and broad (cultural) sense.  "The Internet", he said, "holds incredible potential as the infrastructure for electronic commerce or e-com.  It's relatively inexpensive, growing at a phenomenal rate, and those most likely to be on-line tend to be wealthier."  Yet, the survey found that Canadians were reluctant to become electronic consumers for a number of reasons.  87% said that they would not use their credit card number over the Internet to purchase a product or service. 74% said governments should take the necessary steps to ensure the security of transactions over the Internet.   "The challenge for government and private industry is clear," said Frank Graves, "they need to work together to put the mechanisms in place to make sure Canadians feel confident in making electronic transactions." (For those who want greater details and more information on the findings of the survey, it can be found at: http://www.synapse.net/~ekos/Feb98.htm)

This concern over security is not restricted to Canadian surveys.  NUA surveys, a web based company out of Europe, also came up with similar findings in recent surveys of what the citizens of the Internet (referred to as Netizens) are worried about.  According to NUA Internet surveys, published in the Net on March 9, 1998 (http://www.nua.ie/surveys/), "netizens are concerned about the Internet and the one thing that concerns them more than pornography and violence is security."  This is a change from their own surveys of just a few months ago where censorship was the primary issue and privacy and security ranked third.  Similar world wide web surveys, conducted by the Graphical Visual Unit of Georgia Tech University, found that security had become a predominant issue amongst Netizens, outranking censorship and pornography.  However, all the surveys, especially those conducted in the United States, indicate ambivalence towards regulation if it is going to impede freedom of expression.   

The NUA Internet Survey of March 9, 1998, found that "maintaining one's individual privacy online is predominately on every netizen's mind.  Securing one's personal details as well as securing one's financial details is seen as a far greater threat to Internet users than pornography or violence on the Net.  From a survey conducted by search engine Lycos, netizens who have been online for more than three years are less inclined to be concerned about offensive material than those who came online in the last year.  It's not that there's a higher tolerance for this type of material, it's that people realise it is not (in most cases) directly present unless one looks for it."  This points to a simple fact that, once educated about how the medium is used, coupled with the gaining of an understanding of the power (both real and potential) of the Internet, there is a substantial shift in concerns of the individual. 

These findings present an interesting dilemma for legislators and policy makers as they indicate a continuing shift in attitudes of people who populate the Internet.

Tom Riley is a well-known information policy, privacy and access to information specialist.  He organizes the Electronic Democracy conferences and consults, lectures and writes on related topics.  He can be contacted at Riley Information Services Inc., Phone: (613) 236-7844, fax:   (613) 236-7528, Email: 76470.336@compuserve.com, Web site: http://www.rileyis.com/
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OPINIONS

A Contract Approach to Informational Privacy

by Jacob Sullum

This article first appeared in 1993 in Reason Magazine when Jacob Sullum was its Associate Editor.  We chose to reproduce it here because it provides an interesting perspective on information privacy protection.
Everyone likes privacy. This is unfortunate. If "privacy advocates" actually had to contend with vigorous opponents of privacy, they would be forced to clarify what the argument was about. Instead, a false consensus prevails, based on a fundamentally vague notion.

Yet if we are talking about a right to privacy -a claim against others enforced by law- we have to be explicit. We also have to be careful. A right protects the freedom of those who exercise it by restricting the freedom of others. Your right to take a shower without being photographed or to speak on the telephone without being recorded imposes constraints on other people's behavior.

Most of us have no problem with these limitations. But it is easy to imagine how, in the name of privacy, someone might demand restrictions that would be unacceptable in a free society. Suppose I don't like the fact that people talk about me behind my back. I insist that the government protect me from this invasion of my privacy. Even the most ardent privacy advocate would have qualms about that sort of prohibition.

Traditionally, the limits of one's right to privacy have been defined by contract and property rights. When I purchase or rent a home, for example, I acquire the right to be left alone in the shower. When I purchase telephone service, I acquire the right to make confidential calls. But unless I have a no-gossip contract with everyone who might be inclined to speak ill of me, I have no right to demand that they stop.

For many privacy advocates, there is something unseemly about reducing the lofty concept of privacy to such mundane arrangements. But we live our lives through such arrangements. Contract and property rights allow us to exercise all those rights conventionally viewed as more important: freedom of speech, freedom of religion, freedom of association, freedom of travel, and so on.

Consider how contracts protect informational privacy. By attaching conditions to the disclosure of information about themselves, people can prevent its misuse. Sometimes the conditions are implicit. You shouldn't have to tell your bank, your doctor, the phone company, or the local library that records of your credit-card purchases, your medical treatment, your telephone calls, or the books you read are to be treated confidentially. In other cases, though, you may need to make your wishes clear. You can say, "I am buying this car from you on the condition that you not tell anyone about the purchase," or "I am telling you my age on the condition that you keep it secret," or even, "You may give my name and address to one other person (who is bound not to divulge it further), but only if you pay me."

In addition to preventing information from falling into the wrong hands, the contract approach is a vital safeguard against the excesses of well-meaning but overzealous privacy advocates. The power to control information about you is the power to control the speech of others. Based on contract, such control is strictly limited. Based on nebulous concerns about privacy, it is open-ended. Thus, a concept intended to protect individual dignity and autonomy could become a new rationale for censorship. 

This is not an idle concern. In California, for example, a law that went into effect last year [1992, Ned] prohibits companies that help landlords screen tenants from reporting pending or dismissed eviction actions. This information is publicly available, and collecting it does not violate any agreement of confidentiality. In essence, the law bans speech that some people consider unfair.

Even the American Civil Liberties Union, dedicated to defending the First Amendment, supports speech restrictions to protect privacy. The ACLU maintains that employers should not be permitted to ask inappropriate questions in job interviews. You might think that the person who has a job to offer would be the one to set employment conditions. But the ACLU argues that, precisely because the employer has a job to offer, and therefore has economic power over the applicant, he or she has to be prevented from asking for irrelevant information.

Similarly, Janlori Goldman, director of the ACLU's Privacy and Technology Project, says banks should not be permitted to require credit-card applicants to sign a waiver approving the sale of their data to direct marketers. Thus, in the name of privacy, the ACLU would restrict the right of individuals to decide for themselves what information they are prepared to divulge under what circumstances. This paternalistic attitude is also apparent in objections to frequent-shopper programs and product-registration cards. Even when consumers voluntarily consent to the use of their information for marketing purposes, some privacy advocates still cry foul.

So we see that a sufficiently broad right to privacy can even require that people be protected from themselves. Something is wrong here. The statutes and regulations that many privacy advocates promote would impose a one-size-fits-all solution on a problem that each individual sees differently. People should be free to obtain the amount of privacy they want, rather than the amount that someone else thinks they should have.

=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-

Four Ethical Issues of the Information Age

By Richard O. Mason

While first published in MIS Quarterly/March 1986 (pp. 5-12), this article deals with issues still very much current in today’s society.  It is a timeless and lucid classic by a remarkable mind.  The “new social contract, one that insures everyone the right to fulfill his or her own human potential” he proposes at the conclusion of the article is as fresh today as it was 12 years ago. 
Today in western societies more people are employed collecting, handling and distributing information than in any other occupation. Millions of computers inhabit the earth and many millions of miles of optical fiber, wire and airwaves link people, their computers and the vast array of information handling devices together. Our society is truly an information society, our time an information age. The question before us now is whether the kind of society being created is the one we want. It is a question that should especially concern those of us in the MIS community for we are in the forefront of creating this new society. 

There are many unique challenges we face in this age of information. They stem from the nature of information itself. Information is the means through which the minds expands and increases its capacity to achieve its goals, often as the result of an input from another mind. Thus, information forms the intellectual capital from which human beings craft their lives and secure dignity. 

However, the building of intellectual capital is vulnerable in many ways. For example, people's intellectual capital is impaired whenever they lose their personal information without being compensated for it, when they are precluded access to information which is of value to them, when they have revealed information they hold intimate, or when they find out that the information upon which their living depends is in error. The social contract among people in the information age must deal with these threats to human dignity. The ethical issues involved are many and varied, however, it is helpful to focus on just four. These may be summarized by means of an acronym-- PAPA. 

Privacy: What information about one's self or one's associations must a person reveal to others, under what conditions and with what safeguards? What things can people keep to themselves and not be forced to reveal to others?

Accuracy: Who is responsible for the authenticity, fidelity and accuracy of information? Similarly, who is to be held accountable for errors in information and how is the injured party to be made whole?

Property: Who owns information? What are the just and fair prices for its exchange? Who owns the channels, especially the airways, through which information is transmitted? How should access to this scarce resource be allocated?

Accessibility: What information does a person or an organization have a right or a privilege to obtain, under what conditions and with what safeguards? 

Privacy
What information should one be required to divulge about one's self to others? Under what conditions? What information should one be able to keep strictly to one's self?

These are among the questions that a concern for privacy raises. Today more than ever-cautious citizens must be asking these questions. 

Two forces threaten our privacy. One is the growth of information technology, with its enhanced capacity for surveillance, communication, computation, storage, and retrieval. A second, and more insidious threat, is the increased value of information in decision-making. Information is increasingly valuable to policy makers; they covet it even if acquiring it invades another's privacy. 

A case in point is the situation that occurred a few years ago in Florida. The Florida legislature believed that the state's building codes might be too stringent and that, as a result, the taxpayers were burdened by paying for buildings which were underutilized. Several studies were commissioned. In one study at the Tallahassee Community College, monitors were stationed at least one day a week in every bathroom. 

Every 15 seconds, the monitor observed the usage of the toilets, mirrors, sinks and other facilities and recorded them on a form. This data was subsequently entered into a database for further analyses. Of course the students, faculty and staff complained bitterly, feeling that this was an invasion of their privacy and a violation of their rights. State officials responded however, that the study would provide valuable information for policy making. In effect the State argues that the value of the information to the administrators was greater than any possible indignities suffered by the students and others. Soon the ACLU joined the fray. At their insistence the study was stopped, but only after the state got the information it wanted. 

Most invasions of privacy are not this dramatic or this visible. Rather, they creep up on us slowly as, for example, when a group of diverse files relating to a person and his or her activities are integrated into a single large database. Collections of information reveal intimate details about a person and can thereby deprive the person of the opportunity to form certain professional and personal relationships. This is the ultimate cost of an invasion of privacy. So why do we integrate databases in the first place. It is because the bringing together of disparate data makes the development of new information relationships possible. These new relationships may be formed, however, without the affected parties' permission. You or I may have contributed information about ourselves freely to each of the separate databases but that by itself does not amount to giving consent to someone to merge the data, especially if that merger might reveal something about us. 

Consider the story that was circulating during the early 1970s. It's probably been embellished in the retellings but it goes something like this. It seems that a couple of programmers at the city of Chicago's computer center began matching tape files from many of the city's different data processing applications on name and I.D. They discovered, for example, that several high paid city employers had unpaid parking fines. Bolstered by this revelation they pressed on. Soon they uncovered the names of several employees who were still listed on the register but who had not paid a variety of fees, a few of whom appeared in the files of the alcoholic and drug abuse program. When this finding was leaked to the public the city employees, of course were furious. They demanded to know who had authorized the investigation.  The answer was that no one knew. Later, city officials established rules for the computer center to prevent this form of invasion of privacy from happening again. In light of recent proposals to develop a central federal databank consisting of files from most U.S. government agencies, this story takes on new meaning. It shows what can happen when a group of eager computer operators or unscrupulous administrators start playing around with data. 

The threat to privacy here is one that many of us don't fully appreciate. I call it the threat of exposure by minute description. It stems from the collection of attributes about ourselves and use of the logical connector "and". For example, I may authorize one institution to collect information "A" about me, and another institution to collect information "B" about me; but I might not want anyone to possess "A and B" about me at the same time. When "C" is added to the list of conjunctions, the possessor of the new information will know even more about me. And then "D" is added and so forth. Each additional weaving together of my attributes reveals more and more about me. In the process, the fabric that is created poses a threat to my privacy. 

The threads which emanate from this foreboding fabric usually converge in personnel files and in dossiers, as Aleksandr Solzhenitsyn describes in The Cancer Ward: "... Every person fills out quite a few forms in his life, and each form contains an uncounted number of questions. The answer of just one person to one question in one form is already a thread linking that person forever with the local center of the dossier department. Each person thus radiates hundreds of such threads, which all together, run into the millions. If these threads were visible, the heavens would be webbed with them, and if they had substance and resilience, the buses, street-cars and the people themselves would no longer be able to move... They are neither visible, nor material, but they were constantly felt by man... Constant awareness of these invisible threads naturally bred respect for the people in charge of that most intricate dossier department. It bolstered their authority." [1, p.221] 

The threads leading to Americans are many. The United State Congress' Privacy Protection Commission, chaired by David F. Linowes, estimated that there are over 8,000 different record systems in the files of the federal government that contain individually identifiable data on citizens. Each citizen, on average, has 17 files in federal agencies and administrations. Using these files, for example, Social Security data has been matched with Selective Service data to reveal draft resisters. IRS data has been matched with other administrative records to tease out possible tax evaders. Federal employment records have been matched with delinquent student loan records to identify some 46, 860 federal and military employees and retirees whose pay checks might be garnished. In Massachusetts welfare officials sent tapes bearing welfare recipients Social Security numbers to some 117 banks to find out whether the recipients had bank accounts in excess of the allowable amount. During the first pass some 1600 potential violators were discovered. 

Computer matching and the integration of data files into a central databank have enormous ethical implications. On the one hand, the new information can be used to uncover criminals and to identify service requirements for the needy. On the other hand, it provides powerful political knowledge for those few who have access to it and control over it. It is ripe for privacy invasion and other abuses. For this reason many politicians have spoken out against centralized governmental databanks. As early as 1966 Representative Frank Horton of New York described the threat as follows: "The argument is made that a central data bank would use only the type of information that now exists and since no new principle is involved, existing types of safe-guards will be adequate. This is fallacious. Good computer men know that one of the most practical of our present safeguards of privacy is the fragmented nature of present information. It is scattered in little bits and pieces across the geography and years of our life. Retrieval is impractical and often impossible. A central data bank removes completely this safeguard. I have every confidence that ways will be found for all of us to benefit from the great advances of the computer men, but those benefits must never be purchases at the price of our freedom to live as individuals with private lives..." [2, p.6]. 

There is another threat inherent in merging data files. Some of the data may be in error. More than 60,000 state and local agencies, for example provide information tot he National Crime Information Center and it is accessed by law officers nearly 400,000 times a day. Yet studies show that over 4% of the stolen vehicle entries, 6% of the warrant entries, and perhaps as much as one half of the local law enforcement criminal history records are in error. At risk is the safety of the law enforcement officers who access it, the effectiveness of the police in controlling crime, and the freedom of the citizens who names appear in the files. This leads to a concern for accuracy.

Accuracy
Misinformation has a way of fouling up people's lives, especially when the party with the inaccurate information has an advantage in power and authority. Consider the plight of one Louis Marches.  Marches, an immigrant, was a hard working man who, with his wife Eileen, finally saved enough money to purchase a home in Los Angeles during the 1950s. They took out a long term loan from Crocker National Bank. Every month Louis Marches would walk to his neighborhood bank, loan coupon book in hand, to make his payment of $196.53.  He always checked with care to insured that the teller had stamped "paid" in his book on the proper line just opposite the month for which the payment was due. And he continued to do this long after the bank had converted to its automated loan processing system. 

One September a few years ago Marches was notified by the bank that he had failed to make his current house payment. Marches grabbed his coupon book, marched to the bank and, in broken English that showed traces of his country heritage, tried to explain to the teller that this dunning notice was wrong. He had made his payment he claimed. The stamp on his coupon book proved that he had paid. The teller punched Marches' loan number on the keyboard and reviewed the resulting screen. Unfortunately she couldn't confirm Marches' claim, nor subsequently could the head teller, nor the branch manager. When faced with a computer-generated screen that clearly showed that his account was delinquent, this hierarchy of bankers simply ignored the entries recorded in his coupon book and also his attendant raving. Confused,  Marches left the bank in disgust. 

In October, however, Marches dutifully went to the bank to make his next payment. He was told that he could not make his October payment because he was one month in arrears. He again showed the teller his stamped coupon book. She refused to accept it and he stormed out of the bank. In November he returned on schedule as he had done for over 20 years and tried to make his payment again, only to be told that he was now two months in arrears.  And so it went until inevitably the bank foreclosed. Eileen learned of the foreclosure from an overzealous bank debt collector while she was in bed recovering from a heart attack. She collapsed upon hearing the news and suffered a near fatal stroke which paralyzed her right side. Sometime during this melee Marches, who until this time had done his own legal work, was introduced to an attorney who agreed to defend him. They sued the bank. Ultimately, after months of anguish, the Marches received a settlement for $268,000. All that the bank officials who testified could say was, "Computers make mistakes. Banks make mistakes, too." 

A special burden is placed on the accuracy of information when people rely on it for matters of life and death, as we increasingly do. This came to light in a recent $3.2 million lawsuit charging the National Weather Service for failing to predict accurately a storm that raged on the southeast slope of Georges Bank in 1980. As Peter Brown steered his ship - the Sea Fever - from Hyannis Harbor toward his lobster taps near Nova Scotia, he monitored weather conditions using a long range, single sideband radio capable of receiving weather forecasts at least 100 miles out to sea. The forecasts assured him that his destination area near Georges Bank, although it might get showers, was safe from the hurricane-like storm that the weather bureau had predicted would go far to the east of his course. So kept to his course. Soon, however, his ship was engulfed in howling winds of 80 knots and waves cresting at 60 feet. In the turbulence Gary Brown, a crewmember, was washed overboard. 

The source of the fatal error was failure of a large-scale information system which collects data from high atmosphere balloons, satellites, ships, and a series of buoys. This data is then transmitted to a National Oceanographic and Atmospheric Administration computer, which analyzes it and produces forecasts.   The forecasts, in turn, are broadcast widely. 

The forecast Peter Brown relied on when he decided to proceed into the North Atlantic was in error because just one buoy - station 44003 Georges Bank - was out of service. As a result the wind speed and direction data it normally provided were lost the computer model. This caused the forecast trajectory of the storm to be canted by several miles, deceiving skipper Peter Brown and consequently sending Gary Brown to his death. 

Among the questions this raises for us in the information age are these: "How many Louis Marches and Gary Browns are there out there?" "How many are we creating every day?" The Marches received a large financial settlement; but can they ever be repaid for the irreparable harm done to them and to their dignity? Honour Brown, Gary's widow, received a judgment in her case; but has she been repaid for the loss of Gary? The point is this: We run the risk of creating Gary Browns and Louis Marches every time we design information systems and place information in databases which might be used to make decisions. So it is our responsibility to be vigilant in the pursuit of accuracy in information. Today we are producing so much information about so many people and their activities that our exposure to problems of inaccuracy is enormous. And this growth in information also raises another issue: Who owns it? 

Property
One of the most complex issues we face as a society is the question of intellectual property rights. There are substantial economic and ethical concerns surrounding these rights; concerns revolving around the special attributes of information itself and the means by which it is transmitted. Any individual item of information can be extremely costly to produce in the first instance. Yet, once it is produced, that information has the illusive quality of being easy to reproduce and to share with others. Moreover, this replication can take place without destroying the original. This makes information hard to safeguard since, unlike tangible property, it becomes communicable and hard to keep it to one's self. It is even difficult to secure appropriate reimbursements when somebody else uses your information. 

We currently have several imperfect institutions that try to protect intellectual property rights. Copyrights, patents, encryption, oaths of confidentiality, and such old fashioned values as trust worthiness and loyalty are the most commonly used protectors of our intellectual property. Problem issues, however, still abound in this area. Let us focus on just one aspect: artificial intelligence and its expanding subfield, expert systems. 

To fully appreciate our moral plight regarding expert systems it is necessary to run back the clock a bit, about two hundred years, to the beginnings of another society: the steam energy-industrial society. From this vantage point we may anticipate some of the problems of the information society. 

As the industrial age unfolded in England and Western Europe a significant change took place in the relationship between people and their work. The steam engine replaced man power by reducing the level of personal physical energy required to do a job. The factory system, as Adam Smith described in his essay on the pin factory, effectively replaced the laborer's contribution of his energy and of his skills. This was done by means of new machines and new organization forms. The process was carried even further in the French community of Lyon.  There, Joseph Marie Jacquard created a weaving loom in   which a system of rectangular, punched holes captured the weaver's skill for directing the loom's mechanical fingers and for controlling the warp and weft of the threads. These Jacquard looms created a new kind of capital, which was produced by disembodying energy and skill from the craftsmen and then reembodying it into the machines. In effect, an exchange of property took place. Waving skills were transferred from the craftsman to the owner of the machines. With this technological innovation Lyon eventually regained its position as one of the leading silk producers in the world. The weavers themselves, however, suffered unemployment and degradation because their craft was no longer economically viable. A weavers value as a person and a craftsman was taken away by the new machines. 

There is undoubtedly a harbinger of things to come in these 18th century events. As they unfolded civilization witnessed on of the greatest outpouring of moral philosophy it has ever seen: Adam Smith's Theory of Moral Sentiments and his Wealth of Nations; the American revolution and its classic documents on liberty and freedom; the French revolution and its concern for fraternity and equality; John Stuart Mill and Jeremy Bentham and their ethical call for the greatest good for the greatest number, and Immanuel Kant and his categorical imperative which leads to an ethical utopia called the "kingdom of ends."   All of this ethical initiative took place within the historically short span of time of about 50 years. Common to these ideas was a spirit which sough a new meaning in human life and which demanded that a just allocation be made of social resources 

Today that moral spirit may be welling up within us again. Only this time it has a different provocateur.  Nowhere is the potential threat to human dignity so severe as it is in the age of information technology, especially in the field of artificial intelligence. Practitioners of artificial intelligence proceed by extracting knowledge form experts, workers and the knowledgeable, and then implanting it into computer software where it becomes capital in the economic sense. This process of "disemminding" knowledge from an individual, and subsequently "emminding" it into machines transfers control of the property to those who own the hardware and software. Is this exchange of property warranted? Consider some of the most successful commercial artificial intelligence systems of the day. Who owns, for example, the chemical knowledge contained in DYNDREL, the medical knowledge contained in MYCIN, or the geological knowledge contained in PROSPECTOR.  How is the contributor of his knowledge to be compensated? These are among the issues we must resolve as more intelligent information systems are created. 

Concern over intellectual property rights relates to the content of information. There are some equally pressing property rights issues surrounding the conduits through with information passes. Bandwidth, the measure of capacity to carry information, is a scarce and ultimately fixed commodity. It is a "commons". A commons is like an empty vessel in to which drops of water can be placed freely and easily until it fills and overflows. Then its capacity is gone. As a resource it is finite. 

In an age in which people benefit by the communication of information, there is a tendency for us to treat bandwidth and transmission capacity as a commons in the same way as did the herdsmen in Garrett Hardin's poignant essay, "The Tragedy of the Commons," (subtitled: "The population problem has no technical solution; it requires a fundamental extension in morality). Each herdsman received direct benefits from adding an animal to a pasture shared in common. As long as there was plenty of grazing capacity the losses due to the animal's consumption were spread among them and felt only indirectly and proportionally much less. So each herdsman was motivated to increase his flock. In the end, however, the commons was destroyed and everybody lost. 

Today our airways are becoming clogged with a plethora of data, voice, video, and message transmission.  Organizations and individuals are expanding their use of communications because it is profitable for them to do so. But if the social checks on the expanded use of bandwidth are inadequate, and a certain degree of temperance isn't followed, we may find that jamming and noise will destroy the  flow of clear information through the air. How will the limited resource of bandwidth be allocated? Who will have access? This leads us to the fourth issue. 

Access
Our main avenue to information is through literacy. Literacy, since about 1500 AD when the Syrians first conceived a consonant alphabet, has been a requirement for full participation in the fabric of society. Each innovation in information handling, from the invention of paper to the modern computer, has placed new demands on achieving literacy. In an information society a citizen must possess at least three things to be literate:

· One must have the intellectual skills to deal with information. These are skill such as reading, writing, reasoning, and calculating. This is a task for education.

· One must have access to the information technologies which store, convey and process information.  This includes libraries, radios, televisions, telephones, and increasingly, personal computers or terminals linked via networks to mainframes. This is a problem in social economics.

· Finally, one must have access to the information itself. This requirement returns to the issue of property and is also a problem in social economics.

These requirements for literacy are a function of both the knowledge level and the economic level of the individual. Unfortunately, for many people in the world today both of these levels are currently deteriorating.

These are powerful factors working both for and against contemporary literacy in our organizations and in our society. For example, the cost of computation, as measured in, say dollars per MIPS (millions of instructions per second,), has gone down exponentially since the introduction of computers. This trend has made technology more accessible and economically attainable to more people. However, corporations and other public and private organizations have benefited the most from these economies. As a result, cost economies in computation are primarily available to middle and upper income people. At the same time computer usage flourishes among some, we are creating a large group of information poor people who have no direct access to the more efficient computational technology and who have little training in its use.

Reflect for a moment on the social effects of electronically stored databases. Prior to their invention, vast quantities of data about publications, news events, economic and social statistics, and scientific findings have been available in printed, microfilm, or microfiche form at a relatively low cost. For most of us access to this data has been substantially free. We merely went to our public or school library. The library, in turn, paid a few hundred dollars for the service and made it available to whomever asked for it. Today, however, much of this information is being converted to computerized databases and the cost to access these databases can run in the thousands of dollars.

Frequently, access to databases is gained only by means of acquiring a terminal or personal computer. For example, if you want access to the New York Times Index through the Mead Corporation service you must first have access to a terminal and communication line and then pay additional hook-up and access fees in order to obtain the data. This means that the people who wish to use this service possess several things. First, they know that the database exists and how to use it. Second, they have acquired the requisite technology to access it. And third, they are able to pay the fees for the data. Thus the educational and economic ante is really quite high for playing the modern information game. Many people cannot or choose not to pay it and hence are excluded from participating fully in our society. In effect, they become information "drop outs" and in the long run will become the source of many social problems.

PAPA
Privacy, accuracy, property and accessibility, these are the four major issues of information ethics for the information age. Max Plank's 1900 conception that energy was released in small discrete packets called "quanta" not only gave rise to atomic theory but also permitted the development of information technology as well. Semiconductors, transistors, integrated circuits, photoelectric cells, vacuum tubes, and ferrite cores are among the technological yield of this scientific theory. In a curious way, quantum theory underlies the four issues as well. Plank's theory, and all that followed it, have led us to a point where the stakes surrounding society's policy agenda are incredibly high. At stake with the use of nuclear energy is the very survival of mankind itself. If we are unwise we will either blow ourselves up or contaminate our world forever with nuclear waste. At stake with the increased use of information technology is the quality of our lives should we, or our children, survive. If we are unwise many people will suffer information bankruptcy or desolation. 

Our moral imperative is clear. We must insure that information technology, and the information it handles, are used to enhance the dignity of mankind. To achieve these goals we must formulate a new social contract, one that insures everyone the right to fulfill his or her own human potential. 

· In the new social contract, information systems should not unduly invade a person's privacy to avoid the indignities that the students in Tallahassee suffered. 

· Information systems must be accurate to avoid the indignities the Marches and the Browns suffered.

· Information systems should protect the viability of the fixed conduit resource through which it is transmitted to avoid noise and jamming pollution and the indignities of "The Tragedy of the Commons".

· Information systems should protect the sanctity of intellectual property to avoid the indignities of unwitting "disemmindment" of knowledge from individuals. 

· And information systems should be accessible to avoid the indignities of information illiteracy and deprivation.

This is a tall order; but it is one that we in the MIS community should address. We must assume some responsibility for the social contract that emerges from the systems that we design and implement. In summary, we must insure that the flow of those little packets of energy and information called quanta that Max Plank bequeathed to us some 85 years ago, are used to create the kind of world in which we wish to live. 
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The Satir Change Model

By Steven M. Smith
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Process change to improve the performance of our organizations – be it in government or elsewhere – is a serious and important concern that must not be left to the unprepared and the clueless.  The increasing permanence of organizational change argues for professionalization.   Toward that goal, this article provides a set of principles and a model for change.  
The impact on group performance of a well-assimilated change during the five stages of the Satir Change Model.
Introduction
Improvement is always possible. This conviction is at the heart of the transformation system developed by family therapist Virginia Satir. Her system helps people improve their lives by transforming the way they see and express themselves. 

An element of the Satir System is a five-stage change model that describes the effects each stage has on feelings, thinking, performance, and physiology. Using the principles embodied in this model, you can improve how you process change. 

Stage 1: Late Status Quo
The group is at a familiar place. The performance pattern is consistent. Stable relationships give members a sense of belonging and identity. Members know what to expect, how to react, and how to behave.    Implicit and explicit rules underlie behavior. Members attach survival value to the rules, even if they are harmful. For instance, the chief of an engineering team has an explicit rule: The product must be done on schedule. When influenza halts the work of several engineers, the chief requires the team to compensate by working ten hours a day, seven days a week.  After experiencing too many crises at both work and home, the engineers begin to bicker and the project falls apart. 

Poor communication is symptom of a dysfunctional group. Members use blaming, placating, and other incongruent communication styles to cope with feelings like anger and guilt. Stress may lead to physical symptoms such as headaches and gastrointestinal pain that create an unexplainable increase in absenteeism. 

Caught in a web of dysfunctional concepts, the members whose opinions count the most are unaware of the imbalance between the group and its environment. New information and concepts from outside the group can open members up to the possibility of improvement.  

Stage 2: Resistance
The group confronts a foreign element that requires a response. Often imported by a small minority seeking change, this element brings the members whose opinions count the most face to face with a crucial issue.  

A foreign element threatens the stability of familiar power structures. Most members resist by denying its validity, avoiding the issue, or blaming someone for causing the problem. These blocking tactics are accompanied with unconscious physical responses, such as shallow breathing and closed posture. 

Resistance clogs awareness and conceals the desires highlighted by the foreign element. For example, a powerful minority within the marketing department of a tool manufacturer engages a consultant to do a market survey. She finds a disturbing trend: A growing number of clients believe that a competitor is producing superior quality products at a lower price. Middle and upper management vehemently deny the findings and dispute the validity of the survey methods. But after a series of frank discussions with key clients, upper management accepts the findings. They develop a vision for propelling the company into a position as the industry leader in product quality and support. 

Members in this stage need help opening up, becoming aware, and overcoming the reaction to deny, avoid, or blame. 

Stage 3: Chaos
The group enters the unknown. Relationships shatter: Old expectations are not valid; old reactions are not effective; and old behaviors are not possible. 

The loss of belonging and identity triggers anxiousness and vulnerability. These feelings may set off nervous disorders such as shaking, dizziness, tics, and rashes. Members may behave uncharacteristically as they revert to childhood survival rules. For instance, a manufacturing company cancels the development of a major new product, reduces the number of employees, and reorganizes. Many of the surviving employees go into a trance for much of the day. Desperately seeking new relationships that offer hope, the employees search for different jobs. Both manufacturing yield and product quality takes a nosedive. 

Plan for group performance to plummet during this stage. Until the members accept the foreign element, members form only halfhearted relationships. Chaos is the period of erratic performance that mirrors the search for a beneficial relationship to the foreign element.  

All members in this stage need help focusing on their feelings, acknowledging their fear, and using their support system. Management needs special help avoiding any attempt to short circuit this stage with magical solutions. The chaos stage is vital to the transformation process.  

Stage 4: Integration
The group becomes excited. The members discover a transforming idea that shows how the foreign element can benefit them. New relationships emerge that offer the opportunity or identity and belonging. With practice, performance improves rapidly. 

For instance, an experienced accounting group must convert to a new computer system. The group resists the new system fearing it will turn them into novices. But the members eventually discover that skill with this widely used system increases their value in the marketplace. Believing that the change may lead to salary increases or better jobs, the members begin a vigorous conversion to the new system. 

Awareness of new possibilities enables authorship of new rules that build functional reactions, expectations, and behaviors. Members may feel euphoric and invincible, as the transforming idea may be so powerful that it becomes a panacea. 

Members in this stage need more support than might be first thought. They can become frustrated when things fail to work perfectly the first time. Although members feel good, they are also afraid that any transformation might mysteriously evaporate disconnecting them from their new relationships and plunging them back into chaos. The members need handholding and help finding new methods for coping with difficulties. 

Stage 5: New Status Quo
If the change is well conceived and assimilated, the group and its environment are in better accord and performance stabilizes at a higher level than in Stage 1.  A healthy group is calm and alert. Members are centered with more erect posture and deeper breathing. They feel free to observe and communicate what is really happening. A sense of accomplishment and possibility permeates the atmosphere. 

In this stage, the members continue to need to feel safe so they can practice. They need encouragement to stay with their new learning and to begin seeking another foreign element.  

Some groups, after many change cycles, become learning organizations—they learn how to cope with change. The members of these organizations are not threatened or anxious about a foreign element. Instead, it excites and motivates them. 

For example, the customer services group of a computer manufacturer learns to adapt their repair policies and techniques to any new product. Supporting a new computer system used to scare the group but not anymore. Management communicates and reinforces the vision of seamless new product support. Some members influence the design of support features for the new products. Other members plan and teach training courses. All members provide feedback to improve the process. 

This article is ©1998 Steven M. Smith. It first appeared in http://www.geraldmweinberg.com/Essays. The author receives e-mail at SteveSmith@csi.com
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Software and Society: What It Means to Be Professional

By Don Gray

Man's achievements rest upon the use of symbols. - Alfred Korzybski

Higher order abstractions of lower order referents. This is not recognized as a sentence. In fact, it is not recognized at all!  This is something we learn to do as soon as we learn to speak. When we utter our first "Ma-Ma", we're not really referring to the organism that conceived, nurtured and gave us birth (although all of this is true). We refer instead to this object that floats into view when we cry, feeds us when we're hungry, and changes us when we need it. It even makes funny faces and keeps uttering the incoherent phrase "Ma-Ma". And whatever it is, it gets obvious delight when we form and utter "Ma-Ma" back to it. We are clueless about what a symbol is, but we know how to use it to our advantage.

The process of abstraction (in language) was introduced by Alfred Korzybski, and is demonstrated by the abstraction ladder[3]. The abstraction ladder can be used to show how we progress from the physical (atom/molecule level known as process level) through various abstractions layers to the actual use in language. For example, a "cow" ladder may include the following layers:

8. Wealth - The word "wealth" is at an extremely high level of abstraction, omitting almost all reference to the characteristics of Bessie. 

7. Asset - When Bessie is referred to as an "asset," still more of her characteristics are left out.

6. Farm Asset - When Bessie is included among "farm assets," reference is made only to what she has in common with all other salable items on the farm.

5. When Bessie is referred to as "livestock," only those characteristics she has in common with pigs, chickens, goats, etc., are referred to.

4. The word "cow" stands for the characteristics we have abstracted as common to cow1, cow2, cow3, . . . cown.  Characteristics peculiar to specific cows are left out.

3. The word "Bessie" (cow1) is the name we give to the object of perception of level 2. The name is not the object; it merely stands for the object and omits reference to many of the characteristics of the object.

2. The cow we perceive is not the word, but the object of experience, that which our nervous system abstracts (selects) from the totality that, constitutes the process-cow. Many of the characteristics of the process cow are left out.

1. The cow known to science ultimately consists of atoms, electrons, etc., according to present-day scientific inference. Characteristics (represented by circles) are infinite at this level and ever-changing. This is the process level.

In most cases, if we work diligently, we can work our way back down the abstraction ladder to "what the user 'really' means". If we step back though, and look at the higher order abstraction "software", what do we find when we get to the bottom of the ladder?

Even though I've wrestled with this question, I still keep getting the same answer, nothing! There is no lower order referent at the ladder's lowest rung. There is no object, no "atoms, electrons, etc., according to present-day scientific inference". Representations of the software exist, but I've never seen a "handful" of software.

Any sufficiently advanced technology is indistinguishable from magic. -Arthur C. Clarke

This leads me to the conclusion that software is the "brain stuff" which executes on a computer, doing something useful for somebody. This brain stuff has no mass, no energy, nothing. Yet it transforms inputs into outputs, as if magic. 

This is not the first time we've come upon things that we didn't quite understand. Physical phenomena have been observed for centuries before the underlying principles were divined. After a couple more centuries of scientific inquiry, the principles were organized and engineering became possible.

Perhaps this then is the start of the confusion about software being part of engineering. Both activities lack low order referents. Both activities involve "brain stuff". Both activities involve mathematical proofs, explanations and derivations. To say however that creating software should fall under the engineering profession makes no more sense than to say accounting, or the actuarial mathematics should be part of the engineering profession. Some day when we better understand what this is all about, we may find that engineering and software are simply two branches of "brain stuff". A better analogy is to say that software is like engineering in that there are many branches sharing a common trunk.[1]

The discussion about adding software to the (professional) engineering disciplines is understandable, if misguided. No other technology has become as pervasive as fast, or has the impact on our lives that software has. The stuff is everywhere after only 40 years.

Similar to the evening news, it seems the bad news gets the majority of the airtime. For every Denver Airport Luggage System, there are successes that never get airtime, yet we take for granted. In my kitchen, only the can opener and toaster don't have keypads and readouts. My car's anti-lock brakes depend on software. In fact, if the main processor goes out, my car won't even run. I've never heard a story about these (or similar successes) on the news. Is it a wonder society is nervous about the quality of the software that pervades their life? 

In her report, "Prospects for an Engineering Discipline of Software"[2], Mary Shaw makes several key points. 

1. Activities generally start as crafts. 

2. When there is sufficient experience and demand, the steps of the craft become more formalized, and the production/commercial phase of the activity is entered.

3. As science foundations are determined for the activity, professional engineering becomes possible.

4. Professional engineering and science exist in a symbiotic relationship with engineering providing new problems for science, and science providing new techniques for solving the engineer's problems.

5. As for software engineering "Unfortunately, the term is now most often used to refer to life cycle models, routine methodologies, cost estimation techniques, documentation frameworks, configuration management tools, quality assurance techniques, and other techniques for standardizing production activities. These technologies are characteristic of the commercial stage of evolution; software management would be a much more appropriate term."[2]

Software management issues are addressed by the Software Engineering Institute's "Capability Maturity Model" and the ISO9000 series of standards.

The Journey of a single step begins with a thousand miles.

So what should we do? To include software as a professional engineering discipline is doomed to failure since:

1. Creating software is still in the craft/production stage. As the primary resource is "brain stuff", I'm not convinced we'll ever move beyond this stage. 

2. Finding a common core of knowledge applicable to all branches of software will result in abstracting up a step and result in those activities that Mary Shaw refers to (correctly in my opinion) as "software management", not software engineering.

3. Education in the field at this time seems somewhat disjoint from science and current practice.

At this point in time, it looks like the next step is one of education.

1. We need to teach software creators about best practices, models, and algorithms (and here might lie the eventual basis for engineering activities in software). 

2. We need to teach software managers that "brain stuff" is: 

· Not compressible in time. (Most late software is the result of bad date scheduling, not bad programming). 

· Not necessarily easy to rework. Changing the structure of a program or system may be very costly. (as in time and dollars)

· Quality must be built in from the start, not inspected in at the end.

3. We need to teach society what are reasonable expectations with regard to software.

4. We need to teach ourselves what it means to be professional, and then start acting that way. [4]

Notes

[1] Check "Will There Ever Be Software Engineering", Michael Jackson IEEE Software, Jan/Feb 1998

[2] Prospects for an Engineering Discipline of Software, Mary Shaw SEI-90-TR-20

[3 ] Language In Thought & Action, Fourth Edition, S.I. Hayakawa, page 155

The "Abstraction Ladder" is based on "The Structural Differential," a diagram originated by Alfred Korzybski to explain the process of abstracting. For a fuller explanation both of the diagram and of the process it illustrates, see his Science and Sanity: An Introduction to Non-Aristotelian Systems and General Semantics (1933), especially Chapter 25

[4] Three organizations I'm aware of that are involved in the issue of professionalism are:

Association of Computing Machinery , Independent Computer Consultant's Association (www.icca.org), and IEEE (www.ieee.org).

This article is © 1998 Don Gray, Deltek systems, Inc Pilot Mountain, NC. It first appeared in http://www.geraldmweinberg.com/Essays.  The author receives e-mail at dongray@ibm.net
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Nearly Random Thoughts on Globalization, Information and Communication

By Peter Brandon

This article is based on a paper I presented recently to Carleton University (Ottawa, Canada) students as part of a course entitles TECHNOLOGY AND SOCIETY: INFORMATION, RELATED TECHNOLOGIES AND SOCIETAL CHANGE. 
The globalization phenomenon: what is ittc "1.
The globalization phenomenon: what is it"
You will find myriad references to the word globalization and to its various intellectual and linguistic relatives, from McLuhan’s global village to the wired world and boundary-less global space.   The idea is one of a continuum of some sort, the outlines of which extend to global proportions.  I won’t spend a lot of time debating the pros and cons of various interpretations given the term globalization.  Suffice it to say that most interpretations are idiosyncratic, colored by the bias of the definer: economic, cultural, anthropological, technological or political.  

To a historian like McLuhan, for instance, globalization is what happens when our senses are extended by the media beyond the traditional boundaries of place as defined by geography and our own sense of place.  His global village is the cultural outcome of a media-induced extension of boundaries.  As a result of widespread use of electronic media, everybody is involved in everybody else’s business and there is a decline in nationalism and linear thinking.  His “electric speed” is synonymous with understanding.  Thus electronic “sensors” return us to village-like encounters, but on a global scale.  His biases are historical and cross-cultural.  

Someone like Daniel Boorstin, for instance, sees globalization as a technology-induced phenomenon resulting in “leveling times and places.”  As well, Boorstin claims that globalization is also the result of the leveling impact of technology/new media on people’s conceptions of nationality, history and progress.  Boorstin’s bias is a technological/behaviorist one, viewing globalization as a leveling of the “human field” through the impact of technology.

For a technologically literate semiotician like Steven Johnson (Interface Culture.  HarperCollins 1997), globalization is the result of the “commingling of traditional culture and its digital descendants.”  His is a technocultural bias with wide lenses and a quirky outlook.  Example: “Joyce wrote software for hardware originally conjured up by Gutenberg.”

So, again, globalization is the establishment of a continuum of global proportions.  What is not agreed upon is how many and what kind of dimensions (or “axes”) the continuum has.  Different intellectual biases choose to emphasize different dimensions.

For the practical purposes of a management-consulting practitioner like me, globalization is linked to the ability to coordinate the conduct of purposeful, value-creating activity.  I see globalization as the ability to successfully coordinate economic activity on a global scale.  My bias is an economic/management one.  The more consequential dimensions of globalization for me (not to deny the legitimacy of other dimensions) are “span of coordination” and “value chain spread.”  Let me explain the concepts of coordination and value chain.  Coordination is like choreography: it is the ability to get partners, associates and suppliers to predictably engage in your “economic dance” in tune with your “music” and without stepping on each others’ toes in the process.  Value chain is the range of activities (from in-bound to out-bound logistics) through which a firm creates business value.

Thus for the purpose of my discussion here globalization is understood to be the ability to perform purposeful economic activity where both the span of coordination and the spread of the value chain are global.  Meaning that I can predictably look for suppliers and sub-contractors virtually anywhere in the world and that the processes through which I acquire raw materials (input) and produce and deliver my products and services (output) can predictably extend across geographic boundaries.  Predictability is the key word here.  If I cannot do any of this predictably (i.e., the relationship between reward and risk is within acceptable parameters), globalization is not an actual reality; it is a mere potentiality.

Let me make something clear: large multinationals (or trans-nationals) have always been able to operate on a global basis.  But that was by virtue of gargantuan size, huge resources and Herculean power.  Globalization really means the democratization, if you will, of global-scale operating.  It means that you and I – not just the multinationals – with our modest means, are able to ply our respective trades across permeable borders with comparative ease.   In other words, the “friction” inherent in doing business globally is gradually being lessened to the point where even the little guy can do it.  Arguably, the Internet is only the latest spike in this democratization railway inexorably moving human affairs, culture and business toward a significantly more globalized identity.

The evolution toward globalization: three human universestc "The evolution toward globalization: three human universes"
Globalization, of course, is not a new phenomenon.  It is just that we can only now finally exploit McLuhan’s “electric speed” to gain the benefits of what he meant by understanding, but on a global scale.  The result should be a global village as a place of business, on its way to becoming as reachable and predictable as the local village.  

I found it useful to my own understanding of globalization to view it as the evolutionary result of a natural human progression.  Let me share with you my idea of this evolution as a succession of three human universes.   McLuhan himself divided his view of history into three major periods: oral, writing/printing and electronic.

The Carroll Universetc "The Carroll Universe" \l 2
Jean-Marc Lévy-Leblond, a French physicist invented this universe as a mathematical exercise.  He named it after Lewis Carroll, the English mathematician and writer who wrote the classics Alice in Wonderland and Through the Looking Glass.

In the Carroll universe, space and time are absolute.  As the Red Queen says to Alice, “It takes all the running you can do just to stay in the same place.”  So, in Lévy-Leblond’s Carroll universe nothing ever moves from one place to another.  Even light has zero velocity.

Before the invention of the wheel and ships, humans lived in a Carroll universe because each little tribe of humans could only move a short distance within a human lifetime.  Each point in this universe was separated from other points by absolute space – in other words, space was something you could not easily overcome with the means available at the time.

We lived for some one hundred thousand years in a Carroll universe.  Not surprisingly, therefore, the Carroll universe has shaped our species.   We are a territorial species; we have intense loyalties to place, home and tribe; we have learned to rely on other humans close-by when hunting and gathering; coping with a cold climate and our Neanderthal cousins some one hundred thousand years ago, we learned to rely on our neighbors; we have a built-in spatial inertia – we are not easily uprooted and moved away.  All in all, our genetic inheritance is deeply Carrollian.   After all, our evolution as a species over the last hundred centuries must have selected for those traits that bound us to territory, neighbor, and tribe.

The Carrollian universe is an oral society.  Information exists only in brain neurons, and travels from brain to brain through “performances” of some sort, from the simple conveyance of an oral message (think of the warrior who carried news about the fate of the battle of Marathon and who died of exhaustion upon uttering his message), to songs, recitations and other forms of conveyance designed to hold the attention of the listener long enough and to enhance memorization.

Information is both scarce and typically “bound” to people in a Carrollian society.  There is no meaningful information outside of people’s neurons.  Information is also local, since people cannot travel far and wide.  In this universe, information, people and distance are closely bound together.  It is as if people and distance formed a black hole for information, which cannot escape their clutches.

The Newton universetc "The Newton universe" \l 2
When ships and wheels finally came into common use, space stopped being absolute; space became relative.  We could now travel – and travel we did.  We learned to move around the world, to explore, to discover.  Where in the Carroll universe conflicts between tribes were local affairs – after all, you could not travel much – these conflicts became more widespread in the Newtonian universe.  The very characteristics that served us well in the Carroll universe – territoriality, loyalty to place and home – drove us to fight ugly and destructive territorial wars.  Conflicts were no longer confined to the local scale – your enemies could now come to you, wherever you might be.

The Newtonian universe spans the oral, written and print eras. Through manuscripts and print, information is separated from people.  But information is still relatively scarce – in the sense that it is neither plentiful nor easily obtainable.  Information, however, is now “independently mobile”; it can travel “on its own” through various distribution channels, from church to publishers.

However, in the Newtonian universe, information cannot travel any faster than humans can.  Information – typically bound to brain neurons, to an oral performance, or to atoms of papyrus or paper – travels using the same locomotion vehicles that people use (unless you consider pigeons, of course.)  Information movement, in other words, is bound to people movement.

So, while information in a Newtonian universe brakes away from its human carrier, it remains scarce.  Its movement is still bound to people movement.  While distance is relative (it can be overcome), time is not.  Time varies indirectly with distance, and simultaneity is only possible within shouting distance.  In a more general sense, while information escapes human clutches (it can be stored and transported on external media other than brain neurons) information and distance are still closely bound together.

The Einstein universetc "The Einstein universe" \l 2
When we invented electronics – starting with the telegraph, the radio and the telephone – we entered a new universe.   In this universe nothing – not time, and not space – is absolute.  It is a relativistic universe – an Einsteinian universe (named so after Einstein’s relativity theories.)   On a global scale, information can travel at the speed of light.  What does that mean for information?

Information and distance are no longer connected.  When you can move terabytes of information across the globe at the blink of an eye, distance is taken out of the equation.  Scarcity is also greatly diminished.  Information is both plentiful and significantly easier to obtain.  Information, in other words, is now free:

· Free to exist in abundance;

· Free to have an existence independent of people;

· Free to travel independently of people’s ability to travel;

· Free to associate with other (related) information.

The Einsteinian universe is the universe where globalization – a process begun in the Newtonian universe – becomes firmly established.  In McLuhan’s famous words, our village is becoming the global village.

In McLuhan analysis of his three major periods (oral, writing/printing and electronic) each period is characterized by its own interplay of the senses, and thus by its own forms of thinking and communicating.  Needless to say, McLuhan’s three periods roughly overlap with the Carrollian, Newtonian and Einsteinian spaces described above.

The nub of most problems: a mismatch between the main products of the three universestc "The nub of most problems: a mismatch between the main products of the three universes"
We argued earlier that we are Carrollian beings, shaped by an evolution where Darwinian selection favored, over many generations, territoriality, loyalty to place and tribe and an oral, face-to-face style of information exchange.  Not surprisingly, the human attention span and information exchange “bandwidth” are also Carrollian, designed for the trickle of the oral tradition.   In the oral tradition – during face-to-face communication – we actually communicate at 55 bits per second (bps)!  When you consider that a “slow” modem now accommodates 28,000 bits per second, and a “slow” LAN allows to PCs to converse at 10 million bits per second, we’re obviously not designed for electronic speeds!

On the other hand, our organizations are generally Newtonian.  Think for a moment of the business space of a typical business or government organization today.   Business processes in the typical organization are organized around workflows which carry partially-completed work products around; finished products and services are completed and delivered; workflows, products and services tend to be bound to paper – the carrier medium that dominates the Newtonian space.  

Most organizations are hierarchical and important information travels only as fast as the humans who possess it choose to.  Indeed, in a typical organization, information movement is still bound to people movement.   Information availability is also related to distance – distance from the apex of the pyramid.  In most organizations, information currency (time, in essence) varies indirectly with distance from the center (apex).

Finally, society, commerce and business are increasingly Einsteinian space concepts, where information is global; ‘information time’ – the time needed to ship information – is increasingly compressed; distance matters less and less; and information is no longer scarce.

So here’s the nub of the human dilemma in the age of globalization: we are Carrollian beings, stuck in Newtonian organizations, increasingly adrift in a global society looking more and more like an expanding Einsteinian universe!  Have we got problems!

Globalization and the Einstein universetc "Globalization and the Einstein universe" \l 2
Presumably the best of all worlds is one where Einsteinian beings (us, presumably) exist in Einsteinian organizations in an Einsteinian societal universe.  If we are to strive to become Einsteinian beings, I confess that I have no idea what an Einsteinian being would be.  Even if I did, Darwinian evolution can hardly be coaxed into casting our progenies according to a new mold any time soon, and the fantasy that you can alter human nature has died an inglorious death with the end of communism.

I have some ideas, however, about what an Einsteinian organization might look like.  I am also more hopeful that new organizational models are more Lamarckian (and thus faster) and less Darwinian (or painfully deliberate) in their evolution, and that we might see beneficent organizational metamorphoses within the same organizational generations.

To visualize the Einsteinian organization you should think of an organization’s business space as 'Einsteinian' space – the equivalent of the space-time continuum of Einstein’s physics of the Special and General Theory of Relativity.  The absolute separation of space and time, which characterized Newtonian physics collapsed in Einstein’s relativistic view.  In the relativistic view time and space actually co-exist in an intimate relationship, now referred to as the “space-time continuum.”  Time and space are so intimately interrelated that time actually slows down near massive bodies compared to its flow in empty space.

The Einsteinian organization operates in its own continuum: the business-information-technology continuum.  This is the organizational “equivalent” of the space-time continuum in physics.  (Think of it as a double replacement: replace the time dimension of the space-time continuum with ‘information and information technology’, and the space dimension with ‘business’.)

The Einsteinian view invites you to abandon seeing an organization’s business spaces as equivalents of time-independent Newtonian spaces, where everything can be determined precisely given its speed, direction and initial conditions; where the total is no more than the simple sum of its parts; and where time and matter are strangers, separate and unrelated.

In the Einsteinian organization’s space the absolute separation between information, information technology and business – a separation that worked reasonably when paper, not electronic information and information technology dominated the business space – collapses.  The Einsteinian organization’s space is the ‘business-information-technology continuum,’ a construct in many ways conceptually similar to Einstein’s space-time continuum.   The potential for flippancy (for instance, you can argue that just like time near massive bodies, the advance of information slows near massive bureaucracies!) notwithstanding, viewing the business-information-technology continuum as a relativistic construct similar in many ways to Einstein’s space-time continuum holds promise.

I shall not dwell much further on this, analogies being dangerous and inherently slippery (i.e., you can always carry them too far.)  The point that needs making, however, is that Newtonian space can be completely understood by looking at the pieces populating it and merely adding up the parts.  And so, in many respects, the paper-dominated business spaces.

The Einsteinian space-time continuum, on the other hand, is no longer reducible to its elements.  If space-time curves in the presence of matter, that means that the shortest distance between two points is no longer defined independently of the distribution of matter in space.  As a result, you can no longer get to the whole by merely by adding up the parts.  The universe is better understood by looking at the whole and placing the parts within it.  The essence of space-time is that the whole can impose rules on the parts: in a phrase now famous, “space tells matter how to move; matter tells space how to curve.”  And so, in many respects, with the business-information-technology continuum (given the correct substitutions, namely information and information technology for time and business processes for matter).

Finally, while analogies must not be taken beyond their point of diminishing effectiveness, it is worth noting that the qualitative differences between the Newtonian organization’s paper-based business space and the Einsteinian organization’s business-information-technology continuum are extremely significant.  Perhaps that explains the difficulties we have in shifting from one to the other without also changing entirely the mindset that goes with it.  Just like the transition from Newtonian space to Einsteinian space (space-time continuum) takes some heavy-duty adjusting, so probably will our ability to shift from mere business space to the business-information-technology continuum.

Concomitants of globalization: symptoms and treatments for the growing pains of the global villagetc "Concomitants of globalization: symptoms and treatments for the growing pains of the global village"
I was tempted to title this section something that implies more causality, a more direct and deterministic relationship between the things I want to talk about below and globalization.  I felt – as you probably do – that “concomitant” is too tentative, too week, too correlative.  As I got ready to make the change, I checked myself as a thought flashed through my mind.  It came from a funny (but true) story I read in a neat little book entitled The Armchair Economist, by Steven Landsburg.

In the 1970s some statisticians with too much time on their hands found that the fluctuations in the size of the stork population in the New York City area correlated almost perfectly with the fluctuations in the new baby population, i.e., the fluctuations in the birthrate among the human population in the same area.  The event naturally made the news; helped by a few slow news days, the uncanny correlation got wide and furious coverage.  So much so that it spawned a secondary news stream of theories around the event.  One such stream received particularly generous quantities of ink.  Its proponents theorized that in view of this find it should be possible to lower the human birthrate in the city by cutting down on the size of the stork population – in other words, practicing human birth control by acting not on the fetuses, but on the storks!  These were not just wags; they were dead serious rationalists.  Of course, in their rationalist zeal, they had mistaken “correlation” for “causality”!

The moral of the story is “Don’t assume causality where just correlation will do!”  So I will heed the moral of the story and not assume that any of the things I discuss below are actually causes – or direct causal consequences, for that matter – of globalization.  While significant, they are merely “concomitants” or “correlants” of globalization.  Some are symptoms, others are treatments (and none are actual or definitive cures) for the growing pains of our “global village.”  I have also chosen not to differentiate between them.  For all intents and purposes, they are modest insights into the mystique of globalization.

I happen to believe that no one thing in and of itself actually “caused” globalization.  While the printing press, the wheel and the ship made both information and people mobile, globalization is not a mechanistic phenomenon spawned by mobility of people and bits.  It is a multi-dimensional, organic, cultural, economic, geopolitical and technological phenomenon, all rolled into one neat little concept – globalization – which strenuously defies simplistic conceptualizations.

Intermediation through technology: the ‘manage by wire’ syndrometc "Intermediation through technology: the ‘manage by wire’ syndrome" \l 2
Here’s how one systems specialist explains the concept of “fly by wire”:

Pilots control a conventional airliner’s flight path by means of a ‘control column’.  This is connected to a series of pulleys and cables, leading to hydraulic actuators, which move the flight surfaces.  ‘Fly by wire’ eliminates the cables [and pulleys] and replaces them with electrical wiring: it offers weight savings, reduced complexity of hardware, the potential for the use of new interfaces and, even, modification of fundamental flight control laws – all made possible by the necessity of having a computer filter most commands inputs.

The idea is that the pilot is becoming an information manager, more than an “un-mediated driver” of the plane.  If you think about it, the pilot and the physical plane no longer talk to each other through the cables and pulleys and actuators of the plane.  They do not talk to each other directly.  Instead, they communicate through a computer-mediated virtual reality flight environment with a virtual rendition (an “avatar”) of the physical plane at its centre.  It is not unlike a simulator, except that the make-pretend mechanics of the simulator are replaced by real mechanics.  It really is a case where reality imitates the simulation, and not the other way around!

What the pilot actually “drives” is not the plane, but that virtual digital rendition of the plane.  In turn, the virtual rendition of the plane translates the commands of the pilot in “plane language”.  The plane then sends back actualizing messages to its virtual rendition, which in turn apprises the pilot of the actual results of his commands.  Curiouser and curiouser! 

There are two distinct and separate interfaces involved in these technology-mediated exchange:

· One between the pilot and the virtual rendition of the plane and its virtual reality flight environment;

· Another between the virtual rendition of the plane and virtual reality environment and the physical plane and its physical flight conditions.

The pilot is effectively disintermediated from the plane; she is simply too slow and not complex enough to fly such complicated machine on her own!  Technology is interposed between pilot and machine.  The plane is flown by a computer.  The pilot feeds (stokes?) the computer (he is, in other words, an “information stoker,” his otherwise considerable skill set notwithstanding.)

This disintermediation through technology is not unique to flying modern airplanes.  Nuclear reactors and power stations, complex weapons systems and other high-complexity machinery are also “managed by wire.”  Yet this ‘manage by wire’ phenomenon is now moving into other areas, such as stock market activities, development and management of financial instruments, medical procedures and even art and literature.

Since globalization is inevitably accompanied by increased complexity, I contend that the ‘manage by wire’ syndrome – increased disintermediation through technology – will be a significant correlant of globalization for a good time to come. 

Time shifting and the move from synchronous to asynchronoustc "Time shifting and the move from synchronous to asynchronous" \l 2
Face-to-face communication (the only form available in an oral society) is the ultimate synchronous form of communication: both parties are “there” at the same time, doing more or less the same thing concomitantly.  Same on the phone (at least when you talk to a live person.)   There is no time shifting involved: the speakers are simultaneous, both in the same “time frame,” whatever their watches might tell them (a North American talking to an Australian would “read” a different time on his watch.)  

In the electric age, the ability to record now and replay later is the essence of time shifting.  On the same principle, answering machines perform a time shifting function for more mundane messages.  The computer, on the other hand, performs more than a mere time shift.  It actually performs a synchronicity shift: exchange of massive amounts of digital information now need not tie two machines up just as a live phone conversation “ties up” two individuals.  Because information can be “stored and forwarded” in a time (and format) shifted fashion, the exchanges become increasingly asynchronous. 

Global business is 7/24 (7 days, 24 hours) business.  Necessarily, this makes it asynchronous – you simply cannot do business around the clock without the ability to shift time.  Time shifting and asynchronous communications are two key enablers of global business.

Make no final decisions until it’s timetc "Make no final decisions until it’s time" \l 2
Remember the Paul Masson wine commercial on TV a few years ago?  At Paul Masson, the commercial conveys, “We will sell no wine until its time,” meaning that the wine will not be on the market until it is “just so”.

The virtue of delaying final decision-making is exemplified in a recent book.  In Toppling the Pyramids, Gerald Ross and Michael Kay tell a story set in the early 1970s at the State University of New York at Stony Brook.  They recount how the university held a major gala to unveil a new part of the campus.  The participants were a little unsure about the whole thing: it seemed as though the college had forgotten to put in sidewalks.  The buildings were all up and signs were posted telling you how to get around, yet there were no paths between the buildings.

In his address, the dean dispelled the mystery.  In Ross’s and Kay’s words, 

“‘We figured we'd wait for a year, to see where people actually walked, and then pave over those routes,’ we were told by the proud dean.  ‘That just seemed to make more sense than pouring concrete and watching people trample the grass because we hadn't picked the paths were people walk.’” – Gerald Ross and Michael Kay, Toppling the Pyramids.

The story features an interesting combination of humility (I don’t have all the answers yet, I am not even sure I have all the questions) and strategic foresight (I won’t make the final decision if I don’t absolutely have to, at least until users have an opportunity to send me unmistakable signals.)

The ability to defer final decision-making, as a management virtue is something Benetton, the Italian fashion manufacturer, is widely credited with.  Benetton does not dye its yarn.  Instead, its garments are made from un-dyed yarn.  As sales figures come in constantly from point-of-sale terminals around the world, the company is able to monitor demand patterns and pinpoint, in real time, the colors that are in most demand in various regions around the world.  Benetton then makes the final color decisions, dyes the garments and ships the merchandise almost concomitantly with real-time inflow of demand information. 

Benetton’s is a case of extreme time compression: not only are production decisions made based on real (as opposed to projected) information, but the delay between final production decision and shipment is also minimized through time-saving (concurrent operations) and time and decision-shifting techniques.  

This extreme time compression and the ability to shift not just time, but also decisions so that you reduce the uncertainty inherent in the decisions are also essential elements of the Einsteinian space of globalized business.

A changing cast of success strategiestc "A changing cast of success strategies" \l 2
The traditional efficiency and competitiveness strategies of the industrial age (Newtonian business space) were based on a number of critical success premises, or competitive terms:

· Relatively long life cycles (or products or services);

· Relatively stable sales markets

· Limited number of competitors with known strengths and weaknesses

· Relatively significant barriers to entry into new markets

· Low cost and high availability of natural resources

· Low environmental burdens

· Goods, labor and information markets are localized, rather than spread out over great distances

· High availability of motivated well-qualified (or easily qualifiable) workers.

· Stable market conditions, longevity of products and services and growing productivity rates reinforced the hierarchical, divisionalized, Tayloristic organization of production.  

The Tayloristic model was based on fixed corporate boundaries, hierarchical organization, and functional division of labor and thoroughly mechanistic approaches to coordination processes.  Units of production (groups or individuals) were responsible for receiving and executing commands passed down through the hierarchical structure or encoded in mind-numbing and de-personalizing assembly line instructions (who can forget Charlie Chaplin’s assembly line worker in his classic Modern Times.)

The success strategies in the Einsteinian business space

The traditional strategies and its enabling premises are being severely challenged as the information age displaces its industrial predecessor.  The competitive terms of information age business organization are an almost total negation of their earlier stage counterparts:

· Goods, labor and information markets span borders and acquire global proportions

· Seller markets are turning into buyer markets, where buyers have more information, more discriminating ability, more choices and less tolerance for the sellers’ shortcomings and organizationally-related coordination  problems (e.g., long delivery times, low quality or imprecise differentiation of products or services)

· Short life-cycles, where speed and flexibility are often the decisive criteria for competition

· Change in the value system, where self-responsibility, autonomy, self-realization and individuality replace the willingness to receive and execute orders

· Information and communications technologies gain a special role in achieving competitiveness.  This leads to firms, markets, industries, politics, governments and society at large increasingly re-constituting – and re-defining themselves – through information and communications

· Information and communication technologies also provide new structure and production forms based on a more fluid division of labor

· Classical corporate boundaries are beginning to blur and to change internally and externally, sometimes even to dissolve

· New forms of labor, fluid division of labor and more organic approaches to the management of organizational resources. 

· New forms of integration between organizations.  These new forms of integration make possible a more responsive level of internal and external cooperation based on an increasingly global division of labor.  

· New forms of human resource management.  Individual employees’ capabilities, knowledge and ability to create and apply knowledge in a value-enhancing way are essential features of successful organizations.  As such, the new organizations must find ways to harmonize the goals of their human resources with the goals of the organization, and create an environment of learning, contribution and dedication to self- and process- and product/service-improvement.

· The global information age economy may move in the direction of being an economy of increasing returns tc "The global information age economy is an economy of increasing returns to scale" \l 2
A few years ago Microsoft was investigated by the US Justice Department for certain anti-competitive practices.  (The saga continues.  Microsoft is again being investigated for similar alleged sins.)  During court proceedings, a submission to the court – an amici curiae (friends of the court) memorandum – was filed on behalf of a group of unidentified clients.  What is interesting for our discussion is the characterisation the memorandum makes of the information economy.  It suggests that the modern information economy – the intangible “world of bits”, in particular – is an economy of increasing returns to scale.  This is a significant departure from the classical economics of diminishing returns to scale, which has ruled industrial society’s “world of objects”. (Of course, most of our policies, approaches and thinking are predicated on and firmly rooted in diminishing returns.)

The memorandum argues that the old economics of diminishing returns and equilibrium don’t hold sway in the New World of software, standards and cyberspace. “If you're mining iron ore, for example,” says the memorandum, “or producing green beans, each incremental unit will cost more, because you will have worked the best veins of ore or the best fields first. Moreover, if you produce too much there will be a surfeit of iron or of green beans, and the market price will probably go down.”  Well, it turns out that free market forces in information, software, and technologies do not exhibit such qualities.  Rather, they exhibit “increasing returns.” Software and information publishing companies give software and information away to create familiarity and spur demand, with the paradoxical result that the demand for their software and information increases the more they give it away!  Now, that sounds a little screwy, at least by the classical notions of economics we've been brought up on, doesn't it?

So, just think for a moment: in the world of objects, familiarity breeds contempt in the way of diminishing returns.  In the world of information, familiarity breeds more demand, in the way of increasing returns!  W. Brian Arthur, an economist and author of much of the increasing returns discussion in the memorandum explains it this way:

In the third‑wave world, or cyberspace, or the software/information business (or whatever you want to call it), different rules apply. The successful producer gets increasing returns, because his product gains value from being widespread.  It's the notion of telephones having a natural monopoly, updated. X is worth x, but 2X is worth x to the power of 2! (RELease 1.0  Feb 23, 1995.) 

In increasing returns, success is also a breeder of more success (hence the saying “them that has gets.”)  Here’s how John Perry Barlow, retired Wyoming cattle rancher, poet, songwriter for The Grateful Dead, philosopher and co-founder of the Electronic Frontier Foundation (EFF) sees the role of familiarity in the world of information:

With physical goods, there is a direct correlation between scarcity and value. Gold is more valuable than wheat, even though you can't eat it. While this is not always the case, the situation with information is often precisely the reverse. Most soft goods increase in value, as they become more common. Familiarity is an important asset in the world of information. It may often be true that the best way to raise demand for your product is to give it away. 

While this has not always worked with shareware, it could be argued that there is a connection between the extent to which commercial software is pirated and the amount which gets sold. Broadly pirated software, such as Lotus 1‑2‑3 or WordPerfect, becomes a standard and benefits from Law of Increasing Returns based on familiarity (WIRED Magazine, April 1994.)

In the world of information (or the world “knowledge value,” as Taichi Sakaiya calls it in The Knowledge Value Revolution), familiarity reduces the decision-making costs.  That changes the focus and objectives of traditional market-expansion processes.  For instance, “the main function of advertising is not to expand the volume of sales for hard goods so much as to make the inhabitants of a social setting value more highly...the product in question.” (Sakaiya, 1991.) “Advertising,” writes Sakaiya, “expands the amount of knowledge-value a particular hard good or service is perceived to have.”  By extension, the focus of a marketing program in the “knowledge value” society shifts from stressing volume expansion to emphasising increased perception of knowledge-value.

Conclusion: In the world of objects, familiarity breeds contempt in the form of diminishing returns to scale.  In the world of information, software and technology, familiarity lowers decision-making costs, increases value perception, raises demand and, as a result, increases returns.

The really scarce resources are now people's attention, ethics and informational responsibilities and accountabilitytc "The really scarce resources are now people's attention, ethics and informational responsibilities and accountability" \l 2
We are brainwashed into believing that the scarcest resources around us are (1) spectrum; (2) information highway (I-way) bandwidth; (3) I-way on-ramps; (4) I-way “appliances”.  The reality is that technology is very rapidly changing the status of those resources.  

They are increasingly less scarce all the time, because we have found ways to cram more bits through each second.  One fibre-optic thread can carry 25 gigahertz of bandwidth, enough to hold, says George Gilder, “all the phone calls in America at the peak moment of Mother's Day.”  As to appliances, Gilder assures us, we will soon be able to pack 16 Cray YMP supercomputers – once collectively costing some $320 million – on a single microchip selling for under $100!

No, these are not the really scarce resource, for we are continuously finding ways to make them more plentiful. 

The really scarce resources are those affecting human relationships: (1) attention – we have not yet found ways to give people a surfeit of attention, so they can listen more intently for longer periods of times, and can absorb more; (2) “people bandwidth” – as I said earlier, we only exchange information with each other at the pitiful rate of 55 bits per second; (3) people’s ability to carve wisdom out of oceans of data; (4) people informational ethics (do not distort message; do not hoard information; make your communications with your peers easy to understand and meaningful; impart knowledge and wisdom).

These, and not the size of the electronic pipes, the bandwidth of the wires and the speed of our information appliances are the really scarce resources for those involved in creating social benefits through meaningful information products and services.

So, while the qualities that define the “human bottleneck” in the information explosion are in such short supply, even at 55 bits per second people still want to learn and buy from other people; they still listen to and take comfort in other people; they still relish and hunger for the human contact, and no ATM, intelligent appliance, clever kiosk or cyber-whatever will ever replace this!

Conclusion: Increased social benefits from information products and services will be available by ensuring that the sweet spot of access and dissemination approaches optimizes on human attention and “human bandwidth”.  That’s because in this day and age, these are the really scarce resources.

Friction-free businesstc "Friction-free business" \l 2
In The Road Ahead, (Penguin Books, 1995) Bill Gates presents a vision of the “road ahead” in a world increasingly dominated by electronic information.  He pithily encapsulates this world inside an object he calls “friction-free capitalism.”  This connotes an environment where those doing business encounter little “friction” (read obstacles) in the way to efficiency, geography and time compression; where competition and co-operation (or “coopetition”) coexist harmoniously; where business transactions take place electronically, in real time, and cost little and take next-to-nothing to complete whether those transacting are located across the street or across the world from one-another; where there is little or no manual intervention, and any information format and computing platform can be accommodated.   This is the vision of globalization with a business bias.

Gates’s “friction-free capitalism” is the very vision of an ideal environment for “electronic commerce” – a way of doing business where the entire business process is carried out in an integrated electronic fashion.  Why is this so-called “friction” such a big deal? 

Somebody was recently giving the mildly scatological example of the price structure for paper towels in the organization’s (company or department) rest room.   Hard to believe, perhaps, but the final price owes only 25 percent to the total cost of manufacturing and delivering them to their point of use. The other 75 percent are derived from purchasing, shipping, receiving, payment, inventory, installation and other expenses! 

Of course, paper towels in rest rooms is only a drop in a larger ocean of purchases that companies and government departments make day in and day out.  It is not unreasonable, perhaps, to assume similar price structures (25-75) for business or government purchases, including equipment purchases or systems acquisitions.  While the 25% is unavoidable, much of the remaining 75% is precisely the “friction” that Gates envisages being eliminated in his “friction free” vision of an electronic commerce-enabled way of doing business.  Of course, as is being demonstrated every day, electronic commerce can do some very interesting lubricating on that 75% of pure and unnecessary friction that is built into virtually any price governments and firms are today paying for many things, from paper towels to weapons systems.

Conclusion: to attract their fair share of business flows and investment, governments and societies will need to find ways to reduce the friction of doing business in the “business spaces.”  Money and people are today extraordinarily mobile.  They will move to where the least friction is encountered.

Governments now compete: they must become much more competitivetc "Governments now compete: they must become much more competitive" \l 2
One of the significant correlants of increased globalization [and the advent of the Internet, to a certain degree] is that governments are increasingly exposed to competition (e.g., between national and transnational jurisdictions) for investment, trade and influence. 

Governments do not traditionally see themselves as competing with other governments (or with anybody else, for that matter).  They are tuned to perform in an environment of certainty and predictability, whose dynamics they master and control. 

The Internet, globalization and borderless electronic commerce and investment flows are now challenging the non-competitive view of government.  Governments increasingly compete with other governments for investment, attention, influence and talented people to settle within their territories.   Thus the federal government competes with the French and UK governments for perceptions of “best investment climate,” while Manitoba and Saskatchewan compete with New Brunswick for perceptions of “best employable resources” and “lowest transaction costs.” Governments at all levels are now expected by their taxpayers to become ever more “competitive” in these races.  As well, the rules of engagement in these races change continuously, so governments are expected to be increasingly nimble, creative and resourceful competitors.  These are not among the natural characteristics of governments.

Conclusionstc "6.
Conclusions"
I have attempted to show that globalization is not a new phenomenon.  It is the [predictable?] result of the evolution of humanity over many generations.  While technology induced and assisted, globalization is a deeply human phenomenon.  It is, arguably, the reaching of the final frontier (at least on the planet Earth) in the continuous expansion of the “range” of the species homo sapiens, the impetus for which the species carries in its genes.  (Who knows, perhaps the map of the human genome that many are currently working on drawing will identify a special corner regulating the globalizing instincts of the human species.)

While globalization in itself was probably inevitable, the specific texture of this stage of globalization is largely based on information, technology and economics.  The Einsteinian universe is not a bad metaphor for this stage of globalization.  What the next stage will look like…who knows?   What is likely to happen, perhaps, is that humanity will spend a few centuries in this universe, making the distinction between local and global increasingly less meaningful for business and other pursuits.  In the process, institutions will be under pressure to become Einsteinian; humans will behave more Einsteinian while continuing to struggle with their Carrollian inheritance.  Ethical proteanism – the flexibility to alter one’s boundaries while maintaining one’s ethical substance – may become the winning strategy for people and institutions.   Life, one might surmise, is apt to evolve in the direction of variable geometry.  Let us hope we will always have the wisdom to choose the right configurations.

Peter Brandon is a management consultant and editor and publisher of Electronic Information Partnerships.  He can be reached at pbrandon@fox.nstn,ca.
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· REALITY TAKES

Access to Government Information in Electronic Formats: The Librarian's Perspective

Katherine F. Mawdsley, Associate University Librarian, University of California, Davis

This article first appeared in 1991.  It is a classic – and still current – in regard to the ongoing debate on how to actualize traditional constructs intended to facilitate access to paper-based government information to an electronic world.

My specific context for discussing "implementing individual and corporate access to federal, state, and local information" (in the words of the program description for this session) is depository libraries, especially federal depository libraries in academic research institutions. The federal depository program was established by Congress in 1895 and has been evolving both philosophically and technologically ever since. To oversimplify a bit, libraries designated as depositories are to receive all documents "of public interest or educational value" and to make them available for free use. 

This broad statement includes not only the list of subjects of information noted in the program, "communities, corporations, legislation, administration, courts, and public figures," but also a wide range of issues critically important to my users: information about government-performed or -sponsored research on energy, space, environment, health, climatology, and other technical topics. The issue of the topics on which government has a responsibility to disseminate or provide access to information is an important one. Librarians argue that, subject to essential and narrow considerations of national security, any information produced by or for government should be available to the public.

The semantic distinction in a sentence just above, "disseminate or provide access," is important in this discussion. "Disseminate" has been used to refer to a positive action on the part of government in distributing information to make it available, while "providing access" has had the narrower meaning of keeping it at the agency, where a user who knows how to access it (and perhaps has the money) could do so. The mission of depository libraries is to enable the government to fulfill its responsibility to disseminate information of public interest or educational value.

The decade just concluded [1980s, N.Ed.] saw a number of developments which limited, or threatened to limit, dissemination of and access to information from or about the federal government. These factors, frequently inter-related, include: reduction of the regulatory functions of government; efforts to reduce government spending; re-emergence of the principle of national security protection as a primary function of government; reduction of the role of government as a service provider; and privatization, or the transfer of government functions to the private sector. Ironically, growth of information in electronic format was another factor limiting access—at least for some groups.

The national security factors listed above frequently relate to pre-publication restrictions on access. Stricter regulations for classifying information, pre-publication review of contractor reports and all writings by specified groups of government employees, mandatory polygraphs for some groups and limits on who could attend certain conferences on highly technical subjects, were controversial instances during the decade. In a number of cases avoiding official embarrassment or preventing deviation from Administration policy were alleged to be a more precise description of the reasons for action than verifiable threat to national security. Many of these situations were played out in court or through use of the Freedom of Information Act.

The availability of published (and more recently, electronic) government information has been most affected by cost-cutting and privatization. Cost-cutting began with imposition of a moratorium on new government publications in 1981 and new requirements to justify continued issuance of existing titles; since that time one in every four of the government's 16,000 publications has been eliminated or moved to the private sector. Cutting publications as a matter of philosophy was joined by cutting to balance reduced agency budgets through the decade. Important consumer information like the EPA's Car Book, as well as reports used by more specialized audiences such as "U.S.-Soviet Military Dollar Cost Comparisons," the "Annual Survey of Child Nutrition," and the report on "Earned Degrees Conferred in the U.S." were among the casualties.

Almost every title cited so far has been a traditional ink-on- paper publication, which may seem somewhat incongruous for this audience; but information in electronic format became a major factor in the access debates during the 80's. Agency budget cuts, as well as all the benefits the format can offer, brought growing use, first of products output from electronic databases such as COM fiche, then CD-ROM, and finally online access. Government may not have been a pioneer in this arena, but the number of products grew quickly. A 1987 General Accounting Office survey found 7,500, and the number is doubtless far greater today. In some quarters, however, old ideas didn't die easily: the lack of a paper product touched off debates about the continuing requirement for, need for, and even legality of public dissemination of these "new" products. Depository libraries argued for maintenance of their role as the central resource for public access to government information, regardless of format.

In 1984 an advisory committee to the Congressional Joint Committee on Printing recommended a series of pilot projects to test distribution of electronic information formats to depository libraries. Funding and philosophical arguments delayed implementation of the studies until 1987, but they have finally taken place, and results will soon be evaluated. In the meantime, partially as a result of the pilots, CD-ROM has become the current format of choice. Depository libraries are receiving everything from the Toxic Release Inventory, the first Congressionally mandated public distribution of information in electronic form, to detailed census data, in that form. The lack of standardized database management software for government information products has been just one of the challenges depository libraries have accepted along with the new information.

Privatization as a factor in dissemination of government information is a result both of philosophical direction from Administration and of agencies seeking ways to continue to publish with budget restrictions. In some cases agencies turned to the private sector for help in managing their own information, as the Securities and Exchange Commission did in commissioning the EDGAR system to manage some of its voluminous filings. 

The Department of Agriculture followed a similar course in granting an exclusive contract to mount current agricultural commodity price, forecast, and other data. USDA provides the data free and pays the vendor a reduced fee to use it; the contract also provides for other users to obtain the data by opening accounts with the vendor. Formerly, USDA distributed this information free to depository libraries, farmers and others. Now several secondary distributors contract with the vendor to repackage the data and offer it commercially. Such competition in the marketplace is valuable, especially when vendors compete to customize and add value to the data to meet special needs. But we object to the fact that this is the only way the public now has access to "public information" collected with their tax dollars. Any monopoly control of public information is a continuing concern.

The principal legislative basis for privatization of government information has been the Paperwork Reduction Act (PRA). Enacted in 1980, PRA's goals are to reduce federal information collection and improve and coordinate policies and practices for statistics, records management, privacy and information security, and the management of ADP and other information technology. The Office of Management and Budget, responsible for implementing the PRA, not only took a hard line on limiting and reducing the collection of information but interpreted of the scope of the act as extending to agency dissemination of the information collected. OMB Circular A-130, issued in late 1985,designates information as a resource and mandates that Federal agencies: 1)produce and disseminate information only to the extent required by statute; 2) make cost- benefit assessments of information products; 3) utilize maximum feasible reliance on the private sector for information dissemination; 4) not offer products or services in competition with those being offered or which might potentially be provided by the private sector; and 5) impose user fees to recover costs whenever possible. The emphasis is on fee-based response to requests for access, not on active dissemination.

The final version, which reflected over 350 comments received in response to the draft regulations, added reference to the depository library system and to "the public's right to access to government information." OMB proposed revisions to the Circular in early 1989 which rekindled many of the arguments of several years earlier. Unexpectedly, that notice was withdrawn several months later, and one very different in tone and substance published. Further work ceased, however, in expectation of guidance from Congress. Legislation must be reauthorized periodically, and the PRA is now overdue. Bills that included explicit attention to dissemination of information were introduced in the last Congress, and hearings were held in both houses. Final negotiations and passage failed in the midst of the budget crisis; reintroduction in this Congress is expected. Many organizations concerned with federal information policy participated in the hearings and other discussions on the act.

The American Library Association developed a statement of principles it recommended be included in the reauthorization: 

1. The public's right to equal and ready access to government information;

2. The government's affirmative obligation to collect and disseminate information;

3. The reliance on checks and balances on the power to make and implement information policy;

4. The historic and continuing role of the Depository Library Program as a guaranteed channel of no-fee access for the public to government information;

5. That any fee the government charges for acquiring or using government information be less than or limited to the marginal cost of dissemination;

6. That government information should be in the public domain; 

7. The government's obligation to archive and preserve government information, regardless of format; and

8. The privacy rights of individuals and groups from unwarranted government intrusion.

To maintain public access, federal information policy must include: 

· recognition and funding of depository libraries as information centers for free public access;

· collection and distribution of all unclassified government information of public interest or educational value to depository libraries; 

· dissemination of government information in the most  appropriate, cost-effective format and useful format for agencies, libraries and the general public; and 

· comprehensive listing of government publications through nationally recognized databases and networks.
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One Planet, One Net: Seven Principles for Internet Governance

These seven principles originally authored by Nathaniel Borenstein, Harry Hochheiser, and Andy Oram, are the cornerstones of Computer Professionals for Social Responsibility’s (CPSR) work on Internet Governance. They have been submitted to a process of democratic revision, first at the October 1997 CPSR Annual Meeting at Berkeley, then via the democratic process for Internet standards used by the Internet Engineering Task Force (IETF). 

This presents a suggested set of basic principles that the authors believe should underlie all future work in the area of Internet governance. The purpose of this document is to work towards as broad a consensus as possible, in the diverse Internet community, about principles that should inform the way the Internet is administered for the benefit of all humanity. 

All comments on this document are welcome; please send them to onenet-comments@cpsr.org. Open discussion of this document is encouraged on the onenet-discuss list, which is archived at http://www.findmail.com/listsaver/onenet-discuss. 

One Planet, One Net: Principles for the Internet Era

The emergence of the Internet presents enormous opportunities and challenges to humanity. If we work to preserve its openness and diversity, we can ensure that the Net will be used to change the human condition for the better, and can prevent or mitigate its less desirable consequences. 

The Internet is more than wires, computers, software, modems, routers, standards, and the applications that use them. It even encompasses more than text and pictures, and the audio and video that are rapidly joining those media. The Net is also the collective knowledge and experience of countless communities, each with its own modes of interaction, languages of discourse, and forms of cultural expression. 

Certain principles must be understood and respected as we consider the more detailed daily questions that arise in the administration or governance of the Net. We believe that among these principles are the following: 

1.The Net links us all together. 

2.The Net must be open and available to all. 

3.Net users have the right to communicate. 

4.Net users have the right to privacy. 

5.People are the Net's stewards, not its owners. 

6.Administration of the Net should be open and inclusive. 

7.The Net should reflect human diversity, not homogenize it. 

The continuing evolution of the Internet presents both opportunities and challenges. We must work to counter the political, economic, social, and technical forces that work against these principles and threaten the promise of open communication on the Internet. Failure to do so may lead to a future in which the Internet is homogenized, commercialized, and regulated to the extent that it fails to meet its fundamental mission - to serve as a medium for maximizing human potential through communication. 

1. The Net links us all together.

The nature of people and their use of networking technology provides a strong natural drive towards universal interconnection. Because the flow of information on the Net transcends national boundaries, any restrictions within a single country may act to limit the freedom of those in other countries as well. 

The true value of the Internet is found in people, not in technology. Since each new user increases the value of the Net for all, the potential of the Net will only be reached when all who desire can openly and freely use the Net. 

2. The Net must be open and available to all.

The Net should be available to all who wish to use it, regardless of economic, social, political, linguistic, or cultural differences or abilities. We must work to ensure that all people have the access to the technology, education, and support necessary for constructive, active participation. People in all walks of life should have as much right to send and receive information as do the affluent and powerful. 

3. Net users have the right to communicate.

Every use of the Net is inherently an exercise of freedom of speech, to be restricted only at great peril to human liberty. The right to communicate includes the right to participate in communication through interacting, organizing, petitioning, mobilizing, assembling, collaborating, buying and selling, sharing, and publishing. 

The Net offers great promise as a means of increasing global commerce and collaboration among businesses, but restrictions on information exchange would eviscerate that promise. 

4. Net users have the right to privacy.

Without assurances of appropriate privacy, users of the Net will not communicate and participate in a meaningful manner. 

The right to privacy includes at least three forms: 

· Individual Network users should control the collection, use, and dissemination of personal data about themselves, including financial and demographic information. 

· Network users should be free to use any available technical measures to help ensure the privacy of all aspects of their communications. 

· Individuals have the right to control who they communicate with, and how they conduct that communication. The privacy implied by the decision to not communicate must be respected. 

5. People are the Net's stewards, not its owners.

Those who want to reap the benefits of the shared global Net are obliged to respect the rights of others who may wish to use the Net in different ways. We must work to preserve the free and open nature of the current Internet as a fragile resource that must be enriched and passed on to our children. 

Individual pieces of the Net, such as wires, routers, and servers, have owners whose economic rights and interests must be respected. However, just as the ecosystem in which we live cannot be owned, the Net itself is not owned by anyone.  

6. Administration of the Net should be open and inclusive.

The Net should be administered in an open, inclusive, and democratic manner for the betterment of humanity. The needs of all who are affected by the Internet - including current users, future users, and those who are unable to or choose not to be users - must be considered when making technical, social, political, and economic decisions regarding the operations of the Internet. 

Although administration of the Net should aim to enhance its efficiency, availability, and security, it should not do so at the cost of discouraging use of the Net. Administration should facilitate and encourage greater use of the Net for communication, rather than inhibit it in any way. 

7. The Net should reflect human diversity, not homogenize it.

The Net has the potential to be as varied and multi-cultural as life itself. It can facilitate dialogue between communities and individuals that might previously not have encountered each other in a dozen lifetimes. However, the Net could also become a homogenizing force, working to suppress diversity in favor of a bland globalism. 

Individuals and communities should not be forced to forego local cultures and traditions in order to participate in the Net. In order to preserve the vitality that comes with a diversity of viewpoints, we should work toward helping the whole world participate as equals.
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